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ABSTRACT One of the most common types of malicious behavior in social networks is represented by
collusion, which consists of a secret cooperation between two or more agents providing mutual, highly
positive feedback to each other. This collusion creates misleading advantages for the involved agents,
deceiving others and distorting the actual reputation perception of the colluding members. Although the
well-known EigenTrust algorithm can be fruitfully used to detect colluded agents, two important issues arise
which limit its effectiveness: 1) it requires input information about which agents can be a-priori considered
particularly trustworthy; and 2) it is not designed to handle situations in which we have several, different
groups of colluded agents. These problems lead EigenTrust, to produce a significant number of false positives
in some real situations. In this paper, we address the aforementioned issues. We introduce an automatic
procedure to provide EigenTrust with the necessary inputs, and we propose an appropriate algorithm that
combines EigenTrust with a clustering process. This procedure groups agents based on their reputation
scores to tackle the presence of different groups of colluded agents. Through experiments, we demonstrate
that our method, while maintaining the same effectiveness as EigenTrust in detecting malicious agents,
is significantly more capable of avoiding the generation of false positives.

INDEX TERMS Multi-agent systems, recursive models, reputation, social networks, trust.

I. INTRODUCTION
Nowdays, social networks are configured as communication
spaces having different purposes, where people operate
with different activities as writing posts and talking (Face-
book [1], X [2]), sharing images (Instagram [3]) and videos
(TikTok [4]), making business transactions (Amazon [5],
eBay [6]), dealing with job activities (Linkedin [7]) or
research topics (ResearchGate [8]) etc., with the purpose
of providing the community members with the possibility
to share knowledge, insights and ideas. As it is easy to
understand, a common, crucial problem in all the social
network environments is represented by the necessity to
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guarantee an high level of trustworthiness about the members
of the communities, which can be either human beings or
software entities acting on the behalf of humans to support
them in their activities. Generally, we call these social
network members as agents (regardless of whether they are
human or software) and we use the term trust to denote
the quantitative measure of the trustworthiness perceived by
an agent in another one, and the term reputation referring
to the global measure of trustworthiness that the whole
community has in a given agent. This problem becomes
particularly important when the social network involves
agents which compete with each other or desire to have
mutual collaborations [9], [10]. In both these situations, each
agent has the necessity to accurately choose its partners, since
its incomes and outcomes depend on this choice. However,
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there is already the possibility to operate in presence of
malicious agents performing deceptive behaviors or even
operating frauds in order to reach personal purposes. One of
the most common type of malicious behavior is represented
by collusion. It consists of a secret cooperation between
two or more agents which provides mutual, high positive
feedback to each other, to generate incorrect advantages
for themselves deceiving others of perceiving the actual
reputation of the colluded agents. In the related scientific
literature, several approaches to detect malicious agents in
social networks have been presented (see Section II-B), and
one of themost effective is represented by the EigenTrust [11]
algorithm which, in P2P Networks, should support sureness
and authenticity of traffic flows. From a conceptual point of
view, this algorithm is a variation of PageRank [12], the well-
known algorithm used by the Google search engine to assign
the ranking to URL based on the number of links that the
other pages have with that specific web page. In particular,
the EigenTrust algorithm assigns a measure of the reputation
to an agent accordingly to the trust that other agents address
with that specific target.

Although EigenTrust can be fruitfully used to detect
agents performing several different malicious behaviors in
a social network, three important issues arise to limit
its effectiveness when the particular malicious behavior
is the collusion: (i) EigenTrust algorithm needs to yield
as inputs the information about those agents that can be
a-priori considered as particularly trustworthy, and detecting
such agents is not a trivial task in the particular case
of collusion; (ii) Eigentrust detects malicious agents by
artificially rewarding, in terms of trust, non honest agents,
without considering the reliability of these agents (i.e., the
effectiveness in performing their tasks and this generates
an artificial modification of the actual reputation values);
(iii) finally, EigenTrust is not designed to face the situation
in which we have several, different groups of colluded
agents. In this latter case, the presence of different clusters
of malicious agents leads Eigentrust to confuse malicious
agents, which have low reputation, with non-malicious but
not very effective ones, which also have low reputation. This
confusion generates, in these particular cases, a significant
number of false positive. We have addressed the first two
issues in a previous paper [13], by introducing an automatic
procedure to provide EigenTrust with the necessary inputs
mentioned in (i) and adopting a strategy that detects
malicious agents without modifying reputation values of
the other agents. Here we refer to our previous method
as Efficient Reputation-Eigentrust (ER-EingenTrust). In this
paper, we provide a contribution to face the issue (iii). To this
purpose, we will introduce a specific algorithm that combines
EigenTrust with a clustering procedure, which groups agents
based on their reputation scores.We experimentally show that
our method, besides maintaining the same effectiveness of
Eigentrust in detecting malicious agents (also considering the
improvement introduced by ER-EigenTrust), is significantly

more capable of avoiding the presence of false positives.
We highlight that we have compared our approach with the
well-known EigenTrust algorithm recognized as one of the
most effective methods for detecting malicious users, but
not designed to handle scenarios involving several, different
groups of colluding agents. In such cases, it often produces a
significant number of false positives in real-world situations.
To the best of our knowledge, no other algorithm for
malicious user detection, has been proposed in the literature
to specifically deal with a situation involving different groups
of colluded agents.

II. PROBLEM SETTING AND STATE OF THE ART
A. THE MULTI-AGENT SOCIAL SCENARIO
The possibility of modeling trust-based activities in social
networks by means of Social Multi-Agent Systems (SMASs)
has been widely considered in the literature as a promising
solution to compute effective measures of trustworthiness in
these communities [14], [15]. In fact, it is able to improve
the quality of social interactions [16], limiting or preventing
malicious behaviors as the collusion.

Several issues regarding social behaviors in MAS have
been investigated in the literature. For example, [17] explores
the flocking dynamic behavior of multi-agent networks
with limited communication resources, where there are both
cooperative and antagonistic relationships among agents.
As another examples, in [18] the robust bipartite tracking
consensus problem for second-order multi-agent systems has
been addressed in the presence of lumped disturbances and
unknown velocity information, while in [19] the practical
predefined-time consensus (PTC) tracking problem is studied
for nonlinear multiple ground vehicles (MGVs) via dynamic
event-triggered control (ETC) and self-triggered control
(STC).

More in particular, SMASs [20], [21], [22], [23], [24]
introduce the possibility to quantitatively measure the
trustworthiness of an agent, be it either a human being or a
software, and using such measures to detect malicious agents
[25], [26], [27], [28], [29], [30], [31].

In this setting, SMASs are specific frameworks designed to
introduce the computation of trust and reputationmeasures by
using the feedback of the agents themselves. Several different
SMASs have been developed and in these environments
there is always the possibility that some malicious agents
can engage in misleading behaviors [32], [33], [34] for
deceiving others to obtain some undue advantages. In this
perspective, SMASs are generally equipped with specific
engines to be resilient to such kind of attacks [35], [36].
In this context, in a SMAS, the agent interactions are
modeled as e-services provided by a provider agent (i.e. the
trustee) to a client agent (i.e. the trustor), where the trust is
defined as:‘‘the quantified belief by the trustor with respect
to the competence, honesty, security and dependability of
the trustee within a specified context’’ [37]. Generally,
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trust involves different dimensions under which the mutual
interaction between the two agents is evaluated. Some usual
trust dimensions are reliability (i.e. ability of effectively and
efficiently providing requested services), honesty (i.e. willing
to correctly operating, avoiding misleading behaviors) and
security (i.e. preventing undesired activities as, for instance,
unauthorized accessing to private data).

This paper only deals with reliability and honesty, which
strictly depend only on the agent’s behavior, and we focus
only on a particular malicious behavior, namely collusion.
Consequently, we here use the term trust as a measure of
reliability and honesty, and the term collusion as the common
willing of a group of agents to jointly operate in order to
falsify trust measures.

While trust is a subjective measure (formed by the
contribution of reliability and reputation, with reliability
directly assessed by a trustor in a peer-to-peer interaction
with a trustee), reputation is a measure of trustworthiness
evaluated by the entire community in relation to a specific
agent. The concept of reputation assumes a relevant role in
all those situations where an agent x is not provided with a
sufficient knowledge about another agent y. In those cases, x
might use the y’s reputation to decide if y can be considered
as a trustworthy interlocutor.

We highlight an important issue arising when it is
necessary to compute reputation measures in presence of
several, distinct groups of colluded agents. In this situation,
the agents of each group operate independently from the
colluded agents of each other group. The result will be that the
effect of the malicious activities of a given group of colluded
agents could also falsify the reputation of another group of
colluded agents, making harder to detect all the malicious
agents that in a given time are present in a community.

B. RELATED WORK
There are a number of studies and surveys of Trust-
Reliability-Reputation (TRR) systems in the literature that
analyze the robustness of TRRs to a variety of malicious
behaviors, although sometimes it can be complicated to
compare systems designed for different specific application
contexts. This section will present those TRR systems that,
in our opinion, appear as the more relevant for our aims.

An early and well-known analysis of TRRs is presented
in [36] where various TRRs are analyzed as well as their
defense mechanisms towards the most common types of
attacks. The studies [38], [39] are also worthy of mention in
this area. A common feature of these earlier studies is the
absence of a clear and quantitative evaluation methodology
about TRRs strengths and weaknesses.

Later, TRRs began to be evaluated by simulating some
scenario populated by honest and malicious actors competing
with each other to gain some advantage (economic or
otherwise) as, for example, in [40], [41]. A generalization
of this mechanism is found in testbeds designed to match
multiple TRRs against each other. Probably, the best known

of these testbeds is ART (Agent Reputation and Trust
testbed) [42] used by several authors and also resulted in
the past in a kind of annual competition. Other examples of
testbeds for TRRs can be found in [43], [44], [45].

In any case, simulation-based approaches are unable to
autonomously identify the worst scenario and, inherently,
may lead to errors in TRRs evaluations (remember that most
TRRs are designed for a well-defined context and relocating
themmay not be so easy). Differently, verification techniques
based onmathematical/analytical approaches [46], [47] allow
a more comprehensive analysis of TRRs, but suffer of a lack
of generality. Moreover, this approach is more complex than
the previous ones.

This overview can only begin by presenting the Reputation
System (RS) of eBay [6], the well-known online auction
site. This RS, one of the most studied in the literature [48],
is very popular and equally simple. Although its simplicity
leads it to be exposed to a number of malicious attacks [48],
[49], [50], its simplicity has made it easy for users to be
understood and accepted. This RS computes reputation based
on positive feedback released by users. In particular, the
minimum value of the reputation is 0, which is also the initial
reputation assigned to each newcomer, this value is increased
or decreased according to the feedback received. Note that it
is left to the users to interpret the reputation rate. Over time,
this RS has been slightly updated to increase its resilience to
malicious behavior, but these changes have not changed its
basic characteristics.

PeerTrust [51] is a distributed transaction-based reputation
model, designed to work over a structured peer-to-peer over-
lay network. PeerTrust combines direct feedback, number
of the transactions performed by each peer, credibility of
indirect feedback sources with transition and context factors
information to be more resilient against malicious behaviors
and different threats. The goal of PeerTrust is to allow
identifying those peers suitable to collaborate on the basis of
their reputation-based trustworthiness.

In [52] Hypertrust is described, it is a decentralized
solution for discovering and allocating trusted resources into
competitive, large scale, federations of utility computing
infrastructure. The HyperTrust metric considers reliability
and reputation (derived from recommendations) information
and allows any user to exploit an efficient finding process
to use its trust model for limiting the search of collaborators
to an admissible region. A decentralized procedure provides
to construct an overlay network including all the nodes
of the federation, by exploiting the peers featuring to be
interconnected by means of the links of the overlay thus
forming clusters.

Obviously, the goal of all TRRs is to classify the actors
on the basis of their trustworthiness but some of TRRs can
result only a theoretic exercise. In this viewpoint, FIRE [53]
is a TRR that, in a multi-agent environment, in a idealistic
way imposes the agent benevolence (e.g., each agent freely
exchange information with each other agent) and honesty
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in exchanging information. Its model considers more type
of trust and sources of reputation feedback, namely: the
interaction trust represents the direct experience of an agent;
the role-based trust is referred to the nature of agents’
relationships; the witness reputation is that of the source
releasing the feedback released about the behaviors of other
agents; the certified reputation of an agent is that given by
a third party suggested by the rated agent. Unfortunately,
benevolence and honesty assumptions make this TRR
vulnerable to malicious attacks (e.g., collusion, alternate,
complaining, etc.) [54] and, moreover, FIRE requires the
setting of a large number of parameters, which is another
critical aspect of this TRR. Therefore, notwithstanding its
versatility, given by the use of different information sources,
FIRE is representative of all those TRRs unfitting with the
real world, where malicious actors there exist.

Finally, EigenTrust [11], originally designed to operate in
peer-to-peer file sharing networks, is one of the most well-
known and widely used reputation algorithms. In Eigentrust,
each peer evaluates every other peer to construct its own trust
representation, called local trust. Then, the global reputation
of each peer is computed by aggregating into a matrix
the normalized local reputations of all peers, appropriately
weighted by the trustworthiness assigned by each source (i.e.
peer). To achieve this, EigenTrust imposes trust transitivity.
The authors have shown how trust values, arranged in a
trust matrix, converge asymptotically to its eigenvalues.
Conversely, this requires the presence of trusted mentors in
the system to minimize the influence of colluding activities of
malicious peers. From a robustness viewpoint EigenTrust is
susceptible to manipulations that peers may perform on their
feedback [55]. A significant number of modifications of the
original algorithm have been introduced by many authors to
increase its robustness [56], [57], [58] and/or adapt it to new
scenarios, for example in [59], [60].

The main drawbacks of Eigentrust have been highlighted
in the introductiory section. They have been almost overcome
with the new strategy proposed in [13]. The aim of this
paper is to go a little bit further, considering the situation
where the network is populated by several groups of colluded
agents. In this case, we show how clusterization techniques
can effectively been used to detect such groups and how this
information can be iteratively leveraged to assess reliable
final reputation scores.

III. A NEW STRATEGY FOR COMPUTING THE
REPUTATION
A. THE EIGENTRUST-BASED MODEL
Suppose that the social network is composed by n members,
each of them being uniquely identified by an integer i, 1 ≤
i ≤ n. The trust perceived by the member jwith respect to the
member i is represented by the real number tij, 0 ≤ tij ≤ 1,
∀i, j = 1, . . . , n.

The reputation ri of each member i of the social network
can be seen as the sum of all the trust values tij, j = 1, . . . , n,

corresponding to a trustor j, weighted by the reputation rj of j.
In other words, ri can be viewed as the barycenter of all the
trust values expressed for i by the trustors.
Let us denote with T = [tij] the trust matrix.
The reputation vector r = (r1, . . . , rn)T can then be

computed by solving the following eigenvector problem:

Tr = r, ∥r∥1 = 1, (1)

where the 1-norm is defined as the sum of the values of the
vector components and with the assumption

n∑
i=1

tij = 1, (2)

which is equivalent to say that the matrix T is
column-stochastic.

A modified version of the eigensystem (1) is represented
by the the well-known PageRank model:(

αT + (1− α)vuT
)
r = r, (3)

where 0 ≤ α ≤ 1, u is the vector of all ones and v is a non-
negative vector with unitary 1-norm that is uT v = 1. The
vector v is usually called teleportation vector.

The original PageRank algorithm adopts the uniform
choice v = 1

nu. In our framework, this approach fails
because the final reputation of honest agents can be affected
by the behavior of malicious one. To solve such an issue,
a modified model, known as Eigentrust algorithm has been
proposed [11]. The idea is to choose v in such a a way
that the final reputation of malicious users can be mitigated.
In particular, the entry vi is set to zero if the i-th agent
is not considered pre-trusted; in other words, it cannot be
considered as particularly trustworthy.

Nevertheless,the Eigentrust algorithm requires a priori
knowledge of pre-trusted users, it does not provide a
procedure for distinguishing honest from malicious agents
beforehand. Recognizing this limitation, a strategy proposed
in [13] involves extracting this information directly from the
trust matrix T and incorporating it into the computation of the
final reputation vector.

However such a procedure fails in the presence of
‘‘groups’’ of malicious agents.

To address this issue, a modified definition of a malicious
users is introduced, classifying a group of agents asmalicious
when they collude. Collusion in this context refers to a
scenario where agents engage in a bi-directional exchange
of high trust values while concurrently receiving low trust
values from other members. This definition provides a basis
for identifying and addressing collective malicious behavior
within the network and using clusterization strategies for their
identification

B. DETECTION OF MALICIOUS USERS THROUGH GRAPH
CLUSTERING
An appropriate model for a social network can be given in
terms of a graph G = (V ,E), where each vertex (or node) vi
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corresponds to a user. In our scenarioG is a directed weighted
graph, the value tji (i.e. the trust value assigned by themember
i to the member j) representing the weight of the edge (i, j).
Note that the adjacency matrix A of such graph corresponds
to the transpose of the trust matrix T .
A common feature of social networks is the presence of

community structure properties, so that the graph can be
often considered organized into subgraphs, each of them
representing a cluster.
The concept of similarity is fundamental for grouping

together items that share similar characteristics or neighbor-
ing behaviors and an appropriate definition of similarity is
the crucial aspect for every clustering process. Similarity can
be defined through different metrics, depending on the type
of data or characteristics being considered. In our scenario,
similarity is associated with a group tendency to assign high
trust values within the group, while receiving low or high
trust values from the other users, depending on their level of
‘‘maliciousness’’.

Our aim is to use techniques for graph clustering for
detecting malicious behaviors in order to use such an
information for a more reliable computation of the final
reputation.

The problem of identifying clusters over a network have
been addressed in several contributions (see, for example,
[61], [62] and references therein). However, the case of
undirected graphs has been mainly considered. Finding
clusters in directed graphs is a more challenging task and it
is the topic of an increasing research activity (see [63] for a
review).

For the purpose of our work, we found out that the use
of spectral clustering techniques, originally designed for
undirected graphs, can be adopted by means of a proper
reformulation of the problem.

Since spectral clustering only operates on symmetric
adjacency matrices, a proper redefinition of such matrix must
be given.

Typical transformation to the adjacency matrix in order to
obtain a symmetric one, include Ã = AAT , Ã = ATA.
Nevertheless, due to its simplicity, most of the algorithms

use Ã = A+AT . This approach almost ignores the orientation
of edges, except that in the case of pairs of nodes with directed
edges in both directions, which is indeed the situation we are
facing in this work (malicious pairs). On the other hand, the
information about the low trust values received by malicious
agents by the other members risks to be lost.

We thus propose to adopt the following transformation for
the elements in the new adjacency matrix

ãij =
aij + aji

2(0.1+ |aij − aji|)
(4)

By construction, Ã = [ãij] is a symmetric matrix, whose
elements ãij assume high values if the users i and j are
‘‘similar’’, low values if the users i and j are ‘‘not similar’’,
thus satisfying the definition of similarity given above.

Spectral clustering is a strategy for clustering graph data
which operates on the Laplacian matrix L, or on some
normalized version of it, performing dimensional reduction
before of using a standard clustering procedure, as k-means.
In particular, we make use of the normalized spectral

clustering procedure described in [64]. Our input data consist
in the similarity matrix Ã as in (4) and the number k of
clusters.

Thus the process consists of the following steps:
1) Construct the normalized graph Laplacian matrix

L = D−1/2(D− Ã)D1/2 (5)

where D is the degree matrix defined as the diagonal
matrix with diagonal elements dii =

∑n
j=1 ãij.

2) Evaluate the k eigenvectors corresponding to the k
smallest eigenvalues of L.

3) Obtain a reduced-dimensional representation of the
data arranging such eigenvectors in the columns of a
matrix V of size n× k .

4) Normalize the each row vi ∈ Rk of V so that its 2-norm
is equal to 1.

5) Use k-means to cluster the rows vi, i = 1, . . . , n, of V ,
into the clusters C1, . . . ,Ck .

An important role in the above described procedure is
played by the parameter k connected to the number of
clusters, which must be judiciously chosen according to the
number of users and the type of social network. A possible
automatic choice can be performed in terms of eigengap
heuristic in the following way: choose k such that the first
k eigenvalues of L are very small and the following one is
relatively large. This idea works well in case of very distinct
clusters, but fails in case there is some kind of ‘‘overlapping’’.
After several experiments, we empirically found out that, for
our purposes, a good choice, in the case of large networks,
is a value k approximately equal to log(n).
Once the clusters C = {C1, . . . ,Ck} have been obtained,

we proceed recursively as follows:
1) Compute the reputation vector r as in (1).
2) Compute the j-th cluster reputation as

r̄j =

∑
i∈Cj ri

|Cj|
, ∀j = 1, . . . , k (6)

3) Fixing δ > 0, identify as ‘‘colluding clusters’’ all those
that possess a reputation less or equal to δ.

4) Remove from the network all the agents belonging to
such clusters, i.e. delete the corresponding rows and
columns from the matrix T . Let C ← C \ {Cj : r̄j ≤ δ},
k = |C|.

5) Repeat from step 1 and stop when all clusters in C have
a reputation greater than δ.

C. COMPUTATIONAL ISSUES
We highlight that the major computational load in our
algorithm is associated with solving the system of linear
equations 3. Our code uses the MATLAB function eig
to solve it by finding the eigenvector corresponding to
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the eigenvalue 1, with a computational cost that is O(n3).
In our approach, we just refer to a centralized architecture,
that requires a re-computation of the reputation values
whenever some users are added or removed from the
system. However, we note that on large-scale communities
centralized architectures are more expensive than distributed
ones in terms of costs for data storage, retrieval tasks,
computational and communication overheads.Differently,
distributed architectures may perform better than centralized
approaches in terms of computational costs, although they
are more complex to implement and more vulnerable
to malicious attacks and inconsistencies (e.g., users may
perceive the trustworthiness of a target differently). It is of
course possible to implement the algorithm in a distributed
architecture fashion, to improve efficiency, but this is out of
the scope of our paper.

IV. AN EXPLANATORY EXAMPLE
We propose an example to illustrate our approach in
the particular situation of a social network of 8 agents.
We consider the original trust matrix

T =



0 0.9 0.7 0.7 0.2 0.2 0.8 0.9
0.9 0 0.8 0.7 0.3 0.1 0.9 0.8
0.25 0.25 0 0.9 0.95 0.95 0.2 0.2
0.25 0.25 0.9 0 0.95 0.95 0.15 0.2
0.1 0.1 0.1 0.1 0 0.9 0.3 0.25
0.1 0.1 0.1 0.1 0.9 0 0.25 0.3
0.4 0.4 0.4 0.4 0.4 0.4 0 0.4
0.4 0.4 0.4 0.4 0.4 0.4 0.4 0


.

The suspected malicious colluding group are the ones
corresponding to the agents {3, 4} and {5, 6}.
We assume that tii = 0 ,∀i = 1, . . . , 8, so that the trust

assigned by each member to itself is not considered and
compute similarity matrix Ã.

Ã =



0 9 0.86 0.86 0.75 0.75 1.2 1.08
9 0 0.8 0.86 0.66 1 1.08 1.2

0.86 0.8 0 9 0.55 0.55 1 1
0.86 0.86 9 0 0.55 0.55 0.78 1
0.75 0.66 0.55 0.55 0 9 1.75 1.3
0.75 1 0.55 0.55 9 0 1.3 1.75
1.2 1.08 1 0.78 1.75 1.3 0 4
1.08 1.2 1 1 1.3 1.75 4 0


.

We apply the spectral clustering procedure, after choosing the
appropriate number k of clusters, in this case k = 4.
Agents i = 1, . . . , 8 are clustered as follows:

C1 = {1, 2}, C2 = {3, 4}, C3 = {5, 6}, C4 = {7, 8}.

By computing the reputation score of users, we obtain the
average reputation r̃(Ck ) associated with each cluster:

r̃(C1) = 0.20, r̃(C2) = 0.12, r̃(C3) = 0.06, r̃(C4) = 0.12

Fixing δ = 0.11, we have r̃(C3) ≤ δ, then the users 5 and
6 are classified as malicious colluding agents and removed
from the network.

FIGURE 1. Reputations obtained by not using (A) and using (B) the
information on the malicious users.

We recalculate the new reputation score of the remaining
users and the new average reputation of the remaining
clusters:

r̃(C1) = 0.25 r̃(C2) = 0.10 and r̃(C4) = 0.14

We note that r̃(C2) ≤ δ, so the users 3 and 4 are classified as
malicious colluding agents and removed from the network.
By iterating the process, we observe that the two remaining
clusters (C1 and C4) have a average reputation greater than δ,
so we stop the algorithm.

In Figure 1, we illustrate the results. In case A, no infor-
mation on the malicious users is taken into account, while
in case B we incorporated the information on the malicious
users obtained as above.

It is evident from this toy example that the influence
of malicious users on a social network significantly affects
the overall reputations of its members. Recognizing this
impact underscores the critical need for a method that
effectively identifies malicious users in advance, before the
computation of final reputations. This approach ensures
the trustworthiness and reliability of the entire reputation
assessment process.

V. EXPERIMENTAL RESULTS
We present the results of an experimental campaign of
simulations for testing our method, comparing it with our
previous algorithm. Our numerical code has been imple-
mented by usingMATLABRelease 2023a following the steps
summarized in section III-B. Our numerical experiments
were run on a 64-bit workstation with a Intel(R) Core(TM)
i7-10875H CPU @ 2.30 GHz and 128 GB of RAM.
We considered different cases, for different values of n, i.e.
the dimension of the social network, and different ratios
of malicious users in the network. For each case we have
performed several simulations. As shown in Table 1 and
Table 2, to evaluate the performance of our algorithm,
we used the well-know metrics precision, recall and F-score,
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making a comparison with the values obtained with the
threshold strategy in our previous algorithm.

precision =
TruePositives

TruePositives+ FalsePositives
(7)

recall =
TruePositives

TruePositives+ FalseNegatives
(8)

F − score =
2 ∗ (Precision ∗ Recall)
Precision+ Recall

(9)

To clarify and make more accessible the fundamental
concepts used in the above-mentioned evaluation metrics,
remember that:
• True Positives are the positive elements that have been
correctly classified as positive by the model, in our case
the malicious colluding agents;

• False Positives are the negative elements that have been
wrongly classified as positive by the model, in our case
the honest agents;

• True Negatives are the negative elements that have been
correctly classified as negative by the model;

• False Negatives are the positive elements that have been
misclassified as negative by the model.

In particular, precision measures how much of the cases
classified as positives are actually positives, while recall
measures howmuch of the true positives have been identified
by the model. Instead, the F-score provides a single number
that balances precision and recall. This metric is particularly
useful in situations where classes are unbalanced, as it takes
into account both type I errors (false positives) and type
II errors (false negatives). A high F-score indicates a good
balance between precision and recall.
It is very clear that our method having a very high recall

maintains the same effectiveness as Eigentrust in detecting
malicious agents (also considering the improvement intro-
duced by ER-EigenTrust). But the advantage is mainly in
terms of precision: it is significantly better at avoiding false
positives.

For example, as shown in the Figure 2, as n increases,
leaving the percentage of malicious stable at 15%, the
precision of Cluster Method is high, in many cases with
values of 1 for small communities. Instead, the precision of
ER-EigenTrust Method is low, varying with values between
0.27 and 0.55.
In Figure 3 we analyze the precision obtained in a social

network with 500 users, varying the percentage of malicious
from 5% to 25%. Regarding the Cluster Method, we note
that as the percentage of maliciousness varies, the precision
remains stable at high values, while as regards ER-EigenTrust
Method, the precision is very low but increases as the
percentage of malicious increase.

The experiments conducted on communities of users
with medium-high dimensions produced highly satisfactory
results that were very similar to the previous cases. The
Cluster method also proved adaptable to large communities,
showing high precision and recall both as the size of the
community increased and as the percentage of malicious

FIGURE 2. Precision of Cluster and ER-EigenTrust methods as users
increase.

FIGURE 3. Precision of Cluster and ER-EigenTrust methods as malicious
agents increase.

users increased. At the same time, the ER EigenTrust Method
continues to prove effective especially in the presence of a
high percentage of malicious users, showing a significant
improvement in precision as the size of communities
increases. As an example, in the case of 10000 agents, the
precision of the Cluster method varies between 0.89 and
0.98 as the percentage of malicious users changes, while
the precision of the ER EigenTrust method increases rapidly
from 0.15 to 0.77. The execution times of the algorithms
used to detect malicious users vary considerably. The Cluster
method takes around 1700 seconds to complete the process
while ER EigenTrust method takes just over 100 seconds.
The significantly different execution times between the two
detection methods should not be misinterpreted as a direct
indicator of the overall efficiency of the two approaches.
Despite the longer time involved, the cluster method demon-
strates significantly higher precision in detecting malicious
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TABLE 1. Results of common evaluation metrics for small communities.

TABLE 2. Results of common evaluation metrics for medium communities.

users and in not generating false positives, underlining the
trade-off between execution time and the accuracy of the
results obtained.

The significant improvement in precision achieved through
the application of the Cluster Method is attributable to its
ability to aggregate malicious users into appropriate clusters
and honest users into others. This subdivision facilitates a
distinct disparity in average reputations between individual

clusters, mitigating the risk of misclassifying honest users as
malicious. This is particularly relevant since honest users are
generally expected to maintain a higher level of reputation.

In contrast, the ER-EigenTrust Method directly classifies
malicious users based on the trust matrix, determining that
all users, including honest ones, who receive low trust ratings
are tagged as malicious. This process leads to a situation in
which any honest users who receive low trust ratings and,
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consequently, possess a low reputation, are also wrongly
identified as malicious. This procedure increases the number
of false positives and ultimately reduces the precision of the
model.

VI. CONCLUSION
In this paper, we have focused on the problem of detecting
colluded agents in a social network and marginalize their
weight in the community.

In this context, several TRRs have been proposed in the
literature, and here we have examined the particular case
represented by the well-known algorithm Eigentrust, that is
recognized as one of the most effective solution to measure
the reputation in a set of social agents. We had already
faced, in a previous paper, two important problems affecting
Eigentrust, i.e. the use of some additional information about
agents that can be a-priori considered particularly trustwor-
thy, and the strategy that EigenTrust uses of rewarding these
trustworthy agents in terms of trust, while the other agents
are penalized, producing the side effect to flattening the
differences, in terms of reliability, between honest agents.
However, we have highlighted as ER-EigenTrust, similarly
to the original version of EigenTrust, presents an important
limitation in terms of false positives that are generated when
colluded agents are partitioned in different groups. We have
proposed a new algorithm for detecting colluded agents,
which combines EigenTrust with a clustering procedure,
grouping agents based on their reputation scores. Our
experimental campaign, described in the previous section,
shows that our method, besides of maintaining the same
effectiveness of Eigentrust in detectingmalicious agents (also
considering the improvement introduced by ER-EigenTrust),
is significantly more capable of avoiding the presence of false
positives. This advantage, in terms of precision, increases
from a 77% achieved by ER-EigenTrust to a 97% reached by
our proposed method an a social network having 10.000 users
and a 25% of malicious agents, and this difference is even
higher when the percentage of malicious agents is smaller.

It is important to highlight two current limitations of our
approach: First, the reputation threshold under which a group
should be considered as colluded is arbitrarily decided from
the human administrator of the social network. Although it
can be reasonable to take into account the personal opinion
of the administrator about the level of reputation that a
group of agents must have to be considered as colluded,
we argue that somemore deep considerations should be made
about the possibility to help the administrator with additional
information automatically extracted from the social network.
Secondly, the clustering algorithm we have used needs
as input the number of clusters to be formed. Currently,
we are heuristically determining this number by an analysis
of sensitivity, testing different values and using that value
leading to the best results. However, an apposite procedure
to automatically determining the reputation threshold in a
more efficient way would increase the efficiency of the
approach. We are currently studying both the aforementioned

issues in our ongoing research and they are subject of
our future work. Finally, it is important to highlight that
the study we proposed carries out a first evaluation of
the performances of our approach based on a simulation
applied to small-medium sized social networks, which shows
promising results in terms of improvement compared to
our previous algorithm, but which needs to be extended to
larger social networks and real data collections. Our ongoing
research is focusing on fine-tuning applications of our new
approach to scenarios involving multiple malicious groups
and large social networks, a challenge further complicated
by the absence of established benchmarks for such scenarios.
Moreover, in our paper we have investigated only the
sensitivity of our approach to the size of the social network
and to the percentage of malicious. Our ongoing research is
now devoted to also study the sensitivity of the approach to
the number k of different clusters, and this will be a subject
of our future work.
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