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Abstract. Intrusion Detection Systems (IDSs) are essential for protecting con-
nected IoT devices from attacks that threaten network and device integrity, confi-
dentiality, and availability. Machine learning (ML) models are increasingly adopted
for IDSs due to their ability to process large volumes of traffic and detect com-
plex threats. However, traditional ML approaches typically rely on centralized
data collection, raising privacy and scalability concerns. Federated learning (FL)
addresses these issues by enabling collaborative model training across distributed
clients without requiring raw data exchange. While much of the existing research
on FL-based IDSs focuses on improving accuracy and detection rates, the equally
critical aspect of model uncertainty has received little attention. Reliable uncer-
tainty estimation, often achieved through proper model calibration, is crucial for
trustworthy decision-making in safety-critical applications such as intrusion de-
tection. This paper proposes a novel federated calibration framework that enables
clients to collaboratively train a calibration module while preserving data privacy.
Calibration is performed without sharing any local calibration datasets, using a
lightweight and efficient method compatible with the classical FL workflow. Ex-
perimental results demonstrate that our approach improves model’s confidence
estimation, while maintaining high predictive performance, making it particularly
well-suited for trustworthy IDS deployments in IoT networks.

Keywords: Network Intrusion Detection · Federated Learning · Machine Learn-
ing · Model Calibration.

1 Introduction

Network intrusion detection stands as a key pillar of defense against threats to modern
communication systems, whose frequency and complexity are steadily increasing [11].
Such intrusions can lead to data breaches, service disruptions, and a significant loss of
trust in digital infrastructures. Within this context, the Internet of Things (IoT) is rapidly
expanding, enabling the seamless integration of heterogeneous devices and computa-
tional resources over the Internet, especially at the edge [18].

However, the continued expansion of IoT systems, often consisting of a large num-
ber of interconnected and possibly resource-constrained devices, further amplifies the
risk of cyber-attacks [32]. The diversity and scale of these networks increase their vul-
nerability, making them attractive targets for malicious actors. As a result, developing
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robust detection strategies and resilient countermeasures is increasingly critical. Proac-
tively identifying vulnerabilities and deploying adaptive defense mechanisms are es-
sential steps toward securing IoT networks [1].

Intrusion Detection Systems (IDSs) play a fundamental role in safeguarding net-
works by monitoring and identifying malicious activities [14]. Traditionally, intrusion
detection has relied on knowledge-based systems, which use predefined rules and expert-
crafted signatures to recognize known threats [13]. While effective in static environ-
ments, these approaches struggle with the dynamic and increasingly complex nature
of modern networks, often leading to higher false positive and false negative rates [33,
39]. To overcome these limitations, data-driven approaches, particularly those based on
machine learning (ML), have emerged as powerful alternatives [29]. ML-based IDSs
automatically extract patterns of both normal and malicious behavior from data, often
achieving higher detection accuracy across various types of attacks [29]. This paradigm
shift is especially relevant in the context of IoT environments, where the high volume,
variability, and heterogeneity of data introduce additional challenges [2]: designing ef-
fective IDSs in such settings requires robust algorithms capable of generalizing across
diverse devices, communication protocols, and usage patterns.

A significant limitation of many current ML-based intrusion detection approaches
is their reliance on centralized training frameworks, where data collection and model
training are conducted on a single central node, typically a server. This centralized
paradigm introduces several challenges. Firstly, it demands substantial computational
resources concentrated at the central node, which can lead to scalability issues as the
volume of data grows. Secondly, the aggregation of vast amounts of training data in one
location often results in prolonged training times and increased communication over-
head, and also arises concerns about the privacy of users’ data [22]. These challenges
motivate the exploration of alternative decentralized or distributed learning paradigms
to enhance scalability, efficiency, and privacy.

To tackle those challenges, federated learning (FL) was first introduced in [21] and
has recently gained traction as a promising training paradigm for ML-based IDSs [7,
36]. FL enables model training directly on decentralized devices, thereby adhering to
the principles of focused collection and data minimization, making it well-suited to
reduce many of the systemic privacy risks and operational costs associated with tra-
ditional centralized machine learning. In particular, it enables efficient communication
and supports low-latency data processing by keeping data localized at the source [16].

Additionally, it is crucial to emphasize that network intrusion detection is a safety-
critical application, where the consequences of incorrect predictions, such as falsely
classifying an attack or misidentifying the attack type, can be severe and costly. Net-
work administrators require models that are not only accurate but also trustworthy,
primarily in the sense of being able to indicate when their predictions are likely to be
incorrect. In particular, the ability to quantify and communicate uncertainty is essential
for informed decision-making and timely responses in high-risk security environments.
Several studies in the literature have highlighted the pressing need for trustworthy (or
reliable) models specifically tailored to this domain [37], underscoring the importance
of integrating reliability measures alongside predictive performance.
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A key factor in enhancing the trustworthiness of a machine learning model is its cal-
ibration, i.e., the degree to which the predicted probabilities reflect the true likelihood
of correctness. A model is considered well-calibrated when the confidence it assigns to
its predictions corresponds closely to the actual frequency of correct outcomes [12]. For
instance, imagine an Internet Service Provider offering an IDS based on a ML model
that flags network traffic as either malicious or benign. If the model is calibrated, then
among all predictions made with a given confidence level, say, 90%, we expect roughly
90% of samples to be correctly classified. This alignment between confidence and ac-
curacy allows users to meaningfully interpret the model’s confidence, and as a result it
can be trusted in its classification activity.

Unfortunately, calibrating a model is not always straightforward. Typically, calibra-
tion is performed after training using a dedicated calibration dataset [6]. While this
approach works well in centralized settings, where a large amount of data is available
both for training and calibration, it may become impractical in privacy-preserving con-
texts, such as those targeted by federated learning, where data must remain localized
and cannot be shared. Conversely, performing calibration solely at a local level on a
globally trained model through FL may yield sub-optimal performance.

To address this challenge, we developed a novel federated calibration module based
on the widely-used calibration technique known as Platt scaling [6]. Our approach fully
embraces the principles of federated learning and can be applied to any pre-trained
model. Due to its design, it is particularly well-suited for federated environments, where
calibration itself, like the training process, leverages data locally available at each client.
Notably, this module can be integrated in a straightforward way into federated work-
flows without requiring any modifications to the standard FedAvg aggregation algo-
rithm [21], or necessitating changes or retraining of the underlying base model.

We assessed the effectiveness of our proposed approach using the ToN-IoT dataset
[31], a widely recognized benchmark for analyzing attacks on IoT infrastructures [3].
Our evaluation particularly focused on how data heterogeneity across clients impacts
the calibration performance of the method. For a comprehensive comparison, we in-
cluded several baselines: a classifier trained within a federated learning framework with-
out calibration, which exhibited poor calibration properties; a centralized calibration
approach, where the calibration module is trained using aggregated data collected from
clients at a central location; and a personalized local calibration approach, where each
client independently trains its own calibrator.

Our results demonstrate that model calibration effectively enhances reliability. In
particular, the proposed federated calibration approach achieves (i) superior calibration
performance compared to local calibration, and (ii) only marginally lower performance
than that of centralized calibration, while preserving data privacy, unlike the centralized
setting. Importantly, this improvement is obtained without significantly impacting the
model’s classification performance in terms of F1-Score and accuracy.

This paper is an extended version of [35], including additional details and some
novel results. The main contributions of the work are twofold, and are summarized in
the following:
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– We propose a federated calibration module compatible with any pre-trained classi-
fier, specifically designed for federated learning environments and ideal for safety-
critical applications.

– We evaluate the proposed approach in the context of IoT network intrusion detec-
tion, considering varying levels of data heterogeneity across clients, and compare
its performance against several relevant baseline methods.

The remainder of the paper is organized as follows. Section 2 reviews the related
work. Section 3 presents the proposed federated calibration methodology, while Section
4 outlines the experimental setup and describes the dataset used. Section 5 reports and
discusses the numerical results. Finally, Section 6 concludes the paper by summarizing
the key findings and insights.

2 Related Work

Intrusion Detection Systems have traditionally served as a secondary layer of network
defense, aimed at monitoring traffic and detecting malicious activities that may bypass
primary security mechanisms such as firewalls [23]. These systems are broadly classi-
fied into two main categories: signature-based and anomaly-based IDSs [38].

Signature-based IDSs, also referred to as misuse detection systems, rely on prede-
fined patterns or signatures of known attacks to detect intrusions. They are effective at
identifying previously encountered threats but struggle with zero-day attacks or novel
intrusions. On the other hand, anomaly-based IDSs construct a model of normal be-
havior and flag deviations from this learned baseline as potential threats. While they are
better suited to detect previously unseen attacks, they often suffer from a high false pos-
itive rate, which can lead to unnecessary alerts and increased operational overhead [2].

In this work, we focus on signature-based intrusion detection, specifically within the
context of IoT environments. The following subsection reviews key contributions in the
area of data-driven systems based on machine learning applied to intrusion detection.
After that, we also highlight recent advancements aimed at improving model calibration
in federated learning frameworks.

2.1 ML-based Intrusion Detection Systems

In recent years, data-driven approaches have gained significant traction in the develop-
ment of IDSs [33, 19, 38]. Various machine learning techniques, such as random forests,
support vector machines, neural networks, and clustering algorithms, have been ex-
plored to automatically learn patterns indicative of malicious activity. Among these,
machine learning and deep learning methods have emerged as particularly effective,
thanks to their ability to model complex and nonlinear relationships in high-dimensional
data. This has proven especially valuable in IoT environments, where traffic patterns are
often heterogeneous and traditional rule-based systems fall short [33, 8, 30]. However,
most intrusion detection approaches are built upon centralized architectures, where lo-
cally collected data is transmitted to cloud datacenters or centralized servers. These
systems capitalize on the considerable computational resources available at the central
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nodes to train detection models [7]. While effective in terms of performance, such cen-
tralized frameworks raise concerns related to scalability, latency, and data privacy. In
response to these challenges, the federated learning paradigm has emerged as a valid
alternative, enabling collaborative model training without requiring raw data to leave
local devices. Although still an emerging area, a growing body of research has begun to
explore the feasibility and benefits of FL for intrusion detection, also in relationship to
IoT scenarios [27, 7, 4, 28, 36].

A representative example of applying federated learning to intrusion detection is
presented in [28], where the authors design a FL-based framework for malware detec-
tion by combining both supervised and unsupervised learning techniques. In particular,
they utilize a multi-layer perceptron to perform binary classification and an autoencoder
to identify anomalies. Their experimental setup assumes a balanced data distribution
across clients, meaning that each participant holds similar class proportions: however,
this is a condition that rarely holds in real-world IoT deployments. In contrast, the study
conducted in [7] takes a more realistic approach by evaluating FL in the context of IoT
using a heterogeneous dataset. The authors emphasize the detrimental effects of statis-
tical heterogeneity, a common challenge in federated environments, where each device
may observe different types and frequencies of network attacks. This variability in lo-
cal data distributions undermines the effectiveness of traditional FL algorithms, which
typically assume data homogeneity, and necessitates the development of specialized
techniques to ensure reliable model performance across diverse clients.

Another contribution falls in the domain of trustworthy intrusion detection [37]. In
that work we demonstrated how uncertainty quantification can significantly improve
the reliability of IDSs. Such a study, however, was conducted within the conventional
centralized learning framework. This work aligns with the vision outlined in [37], but
advances it by proposing a federated calibration approach that enables the deployment
of well-calibrated models across distributed clients, which is a primary requirement for
an uncertainty-aware model.

2.2 Model Calibration in a Federated Scenario

Calibration has been widely investigated in the literature, particularly within the tradi-
tional centralized setting, where machine learning models, especially deep neural net-
works, are often found to be poorly calibrated (see [12] for a comprehensive overview).
Techniques to address miscalibration can generally be categorized into two groups:
methods that intervene during the training phase, such as modifying the model archi-
tecture or employing alternative loss functions (e.g. focal loss), and post-hoc approaches
that operate after training, typically requiring a separate calibration dataset disjoint from
the training data. Among the most prominent post-hoc techniques are temperature scal-
ing, Platt scaling, and isotonic regression, which adjust the model’s confidence scores
without altering the underlying classifier. These methods are attractive due to their sim-
plicity and compatibility with pre-trained models [12].

Despite its critical role in reliable decision-making, model calibration in FL setting
has so far received relatively limited attention. Among the few notable efforts, recent
research [25] highlighted that conventional FL algorithms often yield poorly calibrated
models after the standard weight aggregation step. This miscalibration raises concerns,
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particularly for deploying FL models in safety-critical domains as those of IoT network
intrusion detection. To address this issue, the authors proposed a post-hoc calibration
strategy based on a multi-layer perceptron trained on client data. While effective in
improving calibration, the method relies on a large number of learnable parameters,
making it prone to overfitting in the case of calibration sets of modest size and in-
troduces considerable communication overhead between clients and the central server,
potentially limiting its practicality in real-world federated settings.

In a related effort, [26] addressed the challenge of model calibration in federated
learning by introducing a method that uses prototype-based representations of each
client’s data clusters to enable effective calibration. However, their approach is tailored
to the cross-silo FL setting, where clients can engage in peer-to-peer communication.
By contrast, this work targets a cross-device FL scenario, in which clients interact solely
with a central server, making direct client-to-client communication infeasible.

Another recent study [10] introduced a modification to the local training loss by
adding a calibration loss term to encourage improved model calibration. Although this
approach is effective for training neural networks from scratch, it is not applicable in
scenarios involving pre-trained classifiers, as considered in this paper, since it relies on
direct access to the training procedure.

All the previous studies address model calibration in a general context, without
targeting any specific application domain. To the best of our knowledge, the challenge
of achieving reliable model calibration while performing federated learning specifically
for IoT network intrusion detection has not yet been investigated. This paper aims to
bridge that gap.

3 Our Approach: Federated Calibration

As previously discussed, proper calibration is essential for achieving reliable ML mod-
els. While model trustworthiness has been mainly studied in centralized settings, we in-
troduce a federated calibration module (or federated calibrator) designed to work with
any pre-trained model. This module can be integrated into federated learning workflows
without requiring changes to the standard FedAvg [21] aggregation protocol. Specifi-
cally, our approach is novel as the model is not only trained in a federated manner, but
also calibrated collaboratively, leveraging local calibration data from individual clients
to improve its overall reliability.

The primary objective of the calibrator is to transform the raw predictive scores pro-
duced by any classifier into well-calibrated probabilities that accurately reflect the true
likelihoods of each class. Specifically, given a classifier that outputs predictive scores
across C classes [ f0, .., fC−1] (i.e., benign or specific attacks) for a given input x (i.e.,
network traffic sample), establish a meaningful mapping transforming these scores into
well-calibrated probabilities. To accomplish this, we adopt Platt scaling, also referred
to as sigmoid (or logistic) calibration. Platt scaling is an appealing choice due to its sim-
plicity, parametric form, and proven effectiveness in many calibration tasks. Moreover,
its parametric nature aligns well with the constraints and communication efficiency re-
quirements of federated learning workflows, making it a natural fit for decentralized
calibration across multiple clients.
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More specifically, suppose a binary classification problem (for simplicity and with-
out any loss of generality) and assume that our base classifier (e.g. a neural network or a
decision tree) predicts some score for the 0-th class, denoted as f0(x), for a given input
x. Platt scaling maps this score to a probability through a sigmoid function character-
ized by two learnable parameters, denoted here as a and b, as follows:

p(y = 0| f0(x)) = sigmoid(a · f0(x)+b) (1)

Those parameters are estimated through maximum likelihood on a validation set
D = {(xi,yi)}N

i=1 of input-output pairs (xi and yi, respectively) that, in this context,
we call calibration dataset. In the case of a classification task (i.e., the task considered
in this paper), the loss function reduces to the usual cross-entropy loss between the
predicted probabilities for a given input, and the corresponding class label.

The formulation in Equation (1) can be straightforwardly extended to multi-class
classification by applying the calibration function independently to each class’s output
scores and then normalizing the results to produce a valid probability distribution. One
of the key advantages of Platt scaling is its simplicity: it involves only a small number
of parameters that grows linearly with the number of classes, making it particularly
well-suited for calibration tasks even when limited data is available. Furthermore, its
versatility allows it to be applied to any pre-trained model without requiring changes to
the original training process, making it an ideal choice for federated learning scenarios.

Our straightforward yet effective proposal is to train the calibrator within the stan-
dard federated learning approach, for example, by employing the FedAvg algorithm
[21] on a centralized server. Specifically the server, acting as the federated model ag-
gregator, distributes a predefined calibrator model to the clients (or a randomly selected
subset of them). This model is parameterized by a and b, which characterize the sigmoid
function used in Platt scaling. Each client then performs local training of the calibrator
using its own calibration data, optimizing a given loss function (typically cross-entropy)
and computes an updated set of model parameters. These local updates are related to
w ≡ [a,b], following the formulation in Equation (1).

At the end of each communication round, the central server collects the locally up-
dated Platt scaling parameters a and b from the participating clients. These updates are
then aggregated to form a new global version of the calibrator, which is subsequently
shared in the next round with clients. This iterative procedure allows a potentially large
number of clients to collaboratively refine the calibration function without ever trans-
mitting their local calibration datasets, since only the learned sigmoid parameters need
to be communicated.

As previously discussed, the aggregation mechanism employed in this work is Fe-
dAvg, which computes the global parameter update wglobal as a weighted average of the
local parameter vectors wk = [ak,bk] provided by each client:

wglobal =
1

∑
K
k=1 nk

·
K

∑
k=1

nkwk. (2)

This strategy maintains the decentralized nature of federated learning while ensur-
ing that the calibration process benefits from diverse, distributed data sources, while
keeping data decentralized.
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Algorithm 1 Federated Calibrator (from [35])
Require: Pre-trained classifier, ỹ = f (x), and the calibration module ŷ = calibrator(ỹ,w)

Require: For each client k, a fresh calibration dataset Dk = {(xi,yi)}Nk
i=1 and the corresponding

predictions provided by the base classifier {ỹi}Nk
i=1

Require: M federated training rounds, learning rate η

Server randomly initializes global model weights w1

for m = 1, ..,M do
for k = 1, ..,K do
{ŷi = calibrator( f (xi),w

m)}Nk
i=1 ▷ calibrator predictions

Lk(w) = ∑
Nk
i=1 cross-entropy[(yi, ŷi)] ▷ local loss estimation

wm
k ←wm

k −η∇Lk(w) ▷ weights update
end for

Server aggregates clients’ updates:
wm+1

global← FedAvg({wm
k ,Nk}K

k=1) ▷ Eq. (2)
end for
return wM

global ▷ calibrator parameters global estimate

In summary, the entire calibration process is orchestrated by the central server,
which takes a pre-trained base model as input and produces its calibrated counterpart as
output. This is achieved by executing the federated calibration module, which operates
according to the procedure outlined in Algorithm 1.

It is worth noting once again that the base model to be calibrated can originate
from any training paradigm, whether centralized, decentralized, or federated. However,
due to the design and operational characteristics of our calibration framework, the pro-
posed federated calibration procedure is particularly well-suited for models that have
been trained using federated learning. This is because it naturally aligns with the same
communication and aggregation workflow, ensuring seamless integration into existing
FL pipelines. In practice, the model can first be trained across distributed clients us-
ing a standard federated learning algorithm, and subsequently passed as input to our
federated calibration module for post-hoc calibration.

4 Dataset and Experimental Setup

4.1 Dataset Description

To explore the feasibility and effectiveness of our approach, the selection of a realis-
tic and representative dataset plays a crucial role. As highlighted in [7], there exists
an extensive review of publicly available datasets tailored to intrusion detection in the
IoT domain. Following the methodology adopted in that work and considering the de-
sirable properties for our use case, we rely on the NF-ToN-IoT dataset [31] version 2,
which builds upon the original ToN_IoT dataset [3]. This dataset has been specifically
designed to capture network traffic scenarios relevant to IoT environments, making it a
suitable benchmark for our federated learning experiments.

Each entry in the dataset corresponds to a network flow, described by 43 numerical
and categorical features, and is annotated with one of 10 possible class labels, compris-
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ing benign traffic and nine distinct types of attacks. The dataset is highly imbalanced,
with approximately 17 million total samples, of which 64% are labeled as attacks and
the remaining 36% as benign. To distribute the data among clients, we adopted a widely
used partitioning strategy based on the symmetric Dirichlet distribution, controlled by a
concentration parameter α [15]. This parameter serves as a proxy for the level of statis-
tical heterogeneity in the data: lower values of α (e.g. α< 1) result in more uneven class
distributions across clients, thereby simulating non-IID conditions commonly encoun-
tered in real-world settings. In our experiments, we simulated a federation of 10 clients
and explored different degrees of heterogeneity by varying α in the range [0.2,0.9].

It is worth further emphasizing that statistical heterogeneity is a typical characteris-
tic of malicious traffic in IoT networks, as noted in [7]. Motivated by this observation,
we focused our analysis primarily on heterogeneous settings (α < 1) to better reflect
realistic deployment conditions and evaluate the robustness of our approach under chal-
lenging data distributions.

Moreover, to take advantage of the simplicity and data efficiency of the calibration
module, a sampling strategy to balance the class distribution during calibration has been
applied. Specifically, for each client, we randomly reduced the number of samples from
majority classes while retaining all available instances from the minority class. This
ensures that all classes are equally represented during the calibration phase, helping to
mitigate bias and improve calibration performance across under-represented categories.
More specifically, we considered two scenarios, where the calibration set contains 50
samples per class or 1000 samples per class.

4.2 Adopted Classifier and Calibrator Implementation

For our base model, we selected an extreme gradient-boosted decision tree classifier,
implemented using the XGBoost library [9]. This choice is motivated by the well-
established effectiveness of XGBoost on tabular datasets, which are common in net-
work traffic analysis. In fact, gradient-boosted trees often outperform more complex
models, such as deep neural networks, when working with structured data of this na-
ture [34, 20]. This makes XGBoost a particularly good choice for the network traffic
classification task addressed in this work.

In the proposed federated setting, each client independently trains its own XG-
Boost model on local data. These locally trained models are then transmitted to a cen-
tral server, which aggregates them to form a global model in accordance with the FL
paradigm. Specifically, for boosted decision trees, the aggregation process proceeds as
follows: at each communication round, clients send their trained boosted trees to the
server, which interprets them as bootstrapped instances of a classifier. The server then
combines these trees into an ensemble, effectively constructing the final global model.
More concretely, if we have K clients and M rounds, the final classifier will consist of
K ·M trees. The model aggregation procedure is performed exploiting the Flower li-
brary [5], and the FL training of the tree-based model required 50 training rounds and
10 local epochs per round.

For the calibration module, Platt scaling was implemented using PyTorch [24] as a
fully connected neural network with no hidden layers, a diagonal weight matrix, and
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Fig. 1: Pictorial view of our federated calibration approach (a), centralized calibration
(b), and local calibration (c) (from [35]).

a sigmoid activation function, corresponding to the Platt scaling formulation in Equa-
tion (1). This straightforward structure enabled seamless integration of the calibration
module into the Flower federated learning framework. Federated training of the cali-
brator was carried out over 20 communication rounds, with each client performing 10
local training epochs per round.

4.3 Baseline Strategies

To assess the effectiveness of the proposed federated calibration approach, we compared
the following strategies:

– Base model (no calibration). This is the classifier obtained by federated learning
without any calibration module, as described in Section 4.2.

– Centralized calibration. This setup represents the most favorable scenario for cal-
ibration performance, as the central server has direct access to a dedicated cali-
bration dataset, allowing calibration to be carried out in a traditional centralized
manner. However, this approach compromises data privacy, since it requires clients
to share a portion of their local data with the central server.

– Local calibration. Each client trains its calibrator using exclusively and indepen-
dently its local data. The result of this operation is that the calibration is personal-
ized for each client.

– Proposed approach (federated calibration). This corresponds to our novel feder-
ated calibration method introduced in Section 3.

A high-level comparison of the different calibration approaches is shown in Fig-
ure 1. All the model parameters, such as the number of local training epochs and the
number of federation training rounds, are kept fixed to the values specified in Section
4.2 across the different strategies and across each value of α, to ensure a fair comparison
of the models’ performance.
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Fig. 2: Expected Calibration Error for the considered models as a function of the clients’
data statistical heterogeneity and per-class number of samples. The curves represent the
mean ECE along with the 95% confidence intervals, calculated over 20 experiments
with different random seeds (partially from [35]).

5 Performance Evaluation

5.1 Evaluated Metrics

The primary objective of this paper is to enhance the calibration of a given classifier.
A widely used metric to evaluate model calibration is the Expected Calibration Er-
ror (ECE) [12]. ECE measures the difference between predicted confidence and actual
accuracy by partitioning the predicted probabilities into discrete bins. For each bin, it
compares the average predicted probability with the empirical accuracy, the fraction of
correctly classified samples whose predicted confidence falls within that bin, quantify-
ing the overall discrepancy as an indicator of calibration quality. More precisely, it is
defined as:

ECE =
|Bm|
Ns

Nb

∑
n=1
|acc(Bn)− conf(Bn)| (3)

where Nb is the number of bins (typically 10), Ns is the total number of samples, acc
and conf represent the accuracy and the confidence for the samples belonging to the n-
th bin, denoted as Bn. ECE values range in the range [0,1], where lower values indicate
better model calibration.

In addition, we also evaluated the resulting models with standard predictive per-
formance metrics such as accuracy and F1-Scores, including both the Macro F1-Score
(F1-Macro) and the Weighted F1-Score (F1-Weighted), which accounts for the class
imbalance by weighting each class’s contribution proportionally to its sample size. A
desirable outcome of calibration is minimizing the ECE of a classifier without adversely
impacting classification performance.
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Fig. 3: Accuracy and F1-Scores for the considered models as a function of the clients’
data statistical heterogeneity. The curves represent the mean values of each metric along
with the 95% confidence interval, computed over 20 different experiments with varying
random seeds (from [35]).

Finally, we evaluated the communication costs of the different calibration strategies,
expressed as the amount of data that needs to be delivered from the clients to the server
and vice versa to make the strategy working (see Figure 1).

5.2 Calibration and Classification Performance

Figure 2 shows the ECE as a function of the heterogeneity parameter α for the models
obtained as an output by the considered strategies. The analysis is performed taking
into consideration two different sizes of the calibration dataset: 50 or 1000 samples per
class. Overall, the results show that the base model is significantly miscalibrated across
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Fig. 4: Per-class ECE for the evaluated models with fixed data heterogeneity (α = 0.3)
and for different calibration set sizes (50 and 1000 samples per class). The classes are
ordered in decreasing order based on their sample size. The ECE represents a mean
value, computed over 20 different experiments with varying random seeds (partially
from [35]).

all values of α, highlighting potential reliability issues in standard FL-based models. In
contrast, the proposed approach achieves calibration performance comparable, and only
slightly worse, to that of centralized calibration, without requiring access to a central-
ized calibration dataset, thereby ensuring both privacy preservation and computational
efficiency by keeping data local.

Additionally, the proposed approach achieves better calibration compared to per-
sonalized, local calibration methods. The difference, as expected, is higher in more
heterogeneous settings (i.e., with low α), where local data are not representative of the
overall population, as typically happens in an IoT network intrusion detection scenario.
For example, certain regions of an IoT network might be more susceptible to specific
cyberattacks than others, resulting in imbalanced data distributions across clients. En-
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Fig. 5: Per-class F1-Score for the evaluated models with fixed data heterogeneity (α =
0.3) for different calibration set sizes (50 and 1000 samples per class). The classes are
ordered in decreasing order based on their sample size. The F1-Score represents a mean
value, computed over 20 different experiments with varying random seeds.

suring robust model performance under such conditions is crucial for the practical de-
ployment and effectiveness of large-scale Intrusion Detection Systems. Moreover, the
calibration module demonstrates robustness to the size of the calibration set, largely
due to the simplicity of Platt scaling. Increasing the calibration set size by a factor of
20 (i.e., by considering 1000 samples per class instead of only 50) yields to comparable
calibration performance, indicating that calibration by means of Platt scaling is effec-
tive even in data-scarce regimes, and indiscriminately adding calibration data does not
positively impact on calibration performance.

It is also important to highlight that the calibration module does not degrade the
classification performance. As illustrated in Figure 3, our federated calibration approach
maintains accuracy, F1-Macro, and F1-Weighted scores comparable to both the central-
ized calibration scenario and the original base model. This demonstrates that improving
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model confidence through calibration does not come at the cost of worsening the pre-
dictive performance. In contrast, local calibration leads to noticeably inferior results,
particularly in highly heterogeneous settings.

Finally, to further investigate the relationship between ECE and class imbalance,
we report in Figure 4 the per-class ECE, with classes sorted in decreasing order of
sample size, for a fixed heterogeneity parameter α = 0.3 and across different calibra-
tion set sizes (i.e, 50 and 1000 samples per class). The results highlight that minority
classes (e.g. ransomware, mitm, etc.) exhibit significantly higher ECE values, indicat-
ing a stronger calibration challenge in these cases for all the calibration approaches,
showing how Platt scaling struggles in performing its task. Moreover, results are com-
parable for the two considered calibration dataset sizes, with noticeable differences only
for the minority classes, where not surprisingly ECE is lower when 1000 samples are
considered rather than 50.

To further investigate performance degradation related to minority classes, we present
in Figure 5 the per-class F1-Score, again with classes ordered by decreasing sample
size. This analysis complements the ECE trends by showing that under-represented
classes tend to exhibit the lowest predictive performance, and that our federated ap-
proach tends to perform worse on these classes compared to a centralized approach.

5.3 Communication Costs

One of the main benefits of a federated calibration approach is its computational effi-
ciency, arising from the inherent parallelism of distributed data processing, as well as
its communication efficiency. In this section we focus on the latter, comparing commu-
nication costs for the different calibration strategies, and expressing them in bytes:

– Centralized calibration. The communication costs scale linearly with the size of
the dataset and the number of considered features. In our experimental setup, the
communication cost is approximately ∼ 84 KB, representing the size of the cali-
bration dataset to be collected by the server from the clients.

– Local calibration. The local calibrator does not incur any communication costs as
no data needs to be shared with the server. However its performance is low, as seen
in the previous sections.

– Proposed approach (federated calibration). The communication costs scale lin-
early with the size of the model and the number of communication rounds. Given
the simplicity of Platt scaling, the communication costs are significantly lower than
that of the centralized calibration, i.e., approximately ∼ 3.9 KB considering our
experimental setup. These costs are related to the model’s parameters (i.e., a and b)
to be exchanged between clients and server in the different communication rounds.

6 Conclusion

In this paper, we introduced a novel federated calibration module that leverages a
lightweight calibrator trained using the standard federated learning pipeline. The pro-
posed approach achieves strong calibration performance even in challenging scenarios
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with high data heterogeneity (i.e., low α values), and maintains results comparable to
centralized, server-side calibration as α increases (i.e., α > 0.4). Crucially, it offers
significant privacy benefits, since no calibration data is shared with the central server.
Additionally, our federated calibration consistently outperforms a local calibration strat-
egy, in which each client independently calibrates the base model (e.g. one obtained
through FL). This local approach suffers from limited data representativeness on indi-
vidual nodes, which can lead to poorly calibrated and unreliable models. In contrast, our
method ensures consistency and reliability without compromising data privacy. In ad-
dition, our federated calibration does not compromise classification performance: accu-
racy and F1-Score remain comparable with the uncalibrated base model and are similar
to those achieved by a centrally calibrated model.

These properties make our approach especially suitable for deploying reliable ML-
based Intrusion Detection Systems in IoT networks, where data is often imbalanced
and preserving privacy and computational efficiency is critical. However, the proposed
approach still encounters difficulties when dealing with under-represented classes, in-
dicating a key area for further enhancement. As part of future work, we plan to explore
alternative calibration techniques within the federated learning framework, such as iso-
tonic regression and methods inspired by the conformal prediction paradigm [17].
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