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Abstract: Trust and reputation relationships among objects represent key aspects of smart
IoT object communities with social characteristics. In this context, several trustworthi-
ness models have been presented in the literature that could be applied to IoT scenarios;
however, most of these approaches use scalar measures to represent different dimensions
of trust, which are then integrated into a single global trustworthiness value. Neverthe-
less, this scalar approach within the IoT context holds a few limitations that emphasize
the need for models that can capture complex trust relationships beyond vector-based
representations. To overcome these limitations, we already proposed a novel trust model
where the trust perceived by one object with respect to another is represented by a di-
rected, weighted graph. In this model, called T-pattern, the vertices represent individual
trust dimensions, and the arcs capture the relationships between these dimensions. This
model allows the IoT community to represent scenarios where an object may lack direct
knowledge of a particular trust dimension, such as reliability, but can infer it from another
dimension, like honesty. The proposed model can represent trust structures of the type
described, where multiple trust dimensions are interdependent. This work represents a
further contribution by presenting the first real implementation of the T-pattern model,
where a neural-symbolic approach has been adopted as inference engine. We performed
experiments that demonstrate the capability in inferring trust of both the T-pattern and this
specific implementation.

Keywords: Internet of Things; reputation; security simulation; T-pattern model

1. Introduction
Today, the paradigm of programming smart objects is evolving to incorporate social

aspects, driven by the necessity for these objects to interact dynamically to perform complex
tasks. These tasks may involve exchanging services, making requests, or negotiating
contracts [1–3]. The representation of social interactions between software entities has
naturally emerged within the field of cooperative smart objects [4,5], where leveraging social
characteristics enables collaborative behaviors. Various approaches have been introduced
to enhance collaboration among smart objects within their communities [6]. Additionally, in
competitive environments such as e-commerce, several models have been developed [7,8]
to equip smart objects with social capabilities that improve their ability to achieve specific
goals. Across these models, the need to effectively represent trustworthiness among
community members remains a consistent requirement. This necessity has led to the
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development of trust-based models that address different dimensions of trust relationships.
Such models are typically designed to enhance smart object performance, particularly
in IoT environments, where objects operate within vast networks and must constantly
share information.

When two smart objects interact, the one requesting a service is termed the trustor,
while the one providing it is the trustee. A trust relationship between two smart objects
often spans multiple dimensions. The term dimension refers to the specific perspective
used to evaluate the interaction. Common trust dimensions include attributes such as
competence, honesty, security, reliability, and expertise, alongside others that depend on
the specific context. These dimensions represent subjective measures that each smart object
independently calculates based on its perception of its surroundings. However, in some
cases, an additional dimension—reputation—is necessary. This is where the community
collectively assigns a trust value to a trustee. Reputation becomes particularly relevant
when a smart object o1 lacks direct knowledge of another smart object o2 and must instead
rely on the community’s collective assessment of o2’s trustworthiness.

Various trust and reputation models have been proposed for multi-smart object com-
munities [9,10]. Most of these approaches quantify trust using scalar measures, integrating
them into synthetic trustworthiness indicators. However, a key limitation of these models
is their reliance on simple scalar values, often structured as trust vectors. For example,
the trust of a smart object o1 toward another object o2 might be represented by the vector
trusto1,o2 = [honesty, reliability, expertise, ...]. These trust vector elements are often interde-
pendent rather than fully independent. For instance, a smart object might infer honesty
from reliability, assuming that a reliable partner is also likely to be honest to some degree,
factoring in both internal and external conditions. Our study does not introduce new
quantitative trust measures but instead presents a model capable of representing scenarios
where a smart object lacks direct knowledge of a trust dimension, such as reliability, and
infers it from another, like honesty. The proposed model captures the interdependencies
among multiple trust dimensions. To address this, we propose a trust and reputation model
for social smart object communities, where the trust a smart object o1 perceives toward
another o2 is not represented as a vector of independent values. Instead, it is modeled as a
directed, weighted graph, where nodes represent trust dimensions (termed trust aspects),
and edges capture their interdependencies. This approach allows smart objects to infer
unknown trust dimensions based on available information from other related dimensions.

The proposed model, named T-pattern [11], is designed to capture interdependent
trust dimensions. It employs a formalism similar to logical rules. For example, to express
that the honesty dimension derives from reliability, we use the rule reliability z→ honesty.
Here, dimensions such as reliability and honesty are not mere logical literals but real
variables with values ranging from 1 to 5, where 5 (and 1) denote maximum (and minimum)
trustworthiness, respectively. The parameter z is a real value quantifying the inferred trust
variable.This approach allows multiple trust variables to contribute to the derivation of
another, avoiding the complexities of traditional logic programming by adjusting z values.
Furthermore, we introduce the T-Pattern Network (TPN), a framework that represents
trust and reputation values alongside dependencies among trust dimensions across all
smart objects.

In prior work, we presented the theoretical foundation of the T-pattern model [11]
but did not demonstrate its capacity for trust inference. To fully implement the T-pattern
model and network, inference techniques are required to derive logical rules, potentially
utilizing neural networks, fuzzy logic, Bayesian methods, or other approaches.

To validate the T-pattern model’s ability to infer trust dimensions, we developed its
first real implementation. For this purpose, we employed CILIOS (Connectionist Learning
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and Inter-Ontology Similarities) [12] as the inference engine. CILIOS is a connectionist
learning approach that generates logical rules to model agent behavior using a concept
graph. It leverages neural-symbolic networks where input and output nodes correspond to
logical variables. By observing actor behavior, CILIOS autonomously derives ontologies,
requiring only the definition of relevant concepts and categories by the model designer.
Using this CILIOS-based implementation, we conducted experiments to assess the model’s
effectiveness in enabling smart objects to estimate their partners’ trustworthiness.

The obtained results confirm the T-pattern model’s ability to accurately represent
dependencies between trust dimensions—an anticipated yet unverified outcome before
our experiments. Different inference engines could be integrated into the T-pattern model
depending on various application requirements, such as scalability, memory efficiency, or
processing time. However, addressing these aspects goes beyond the scope of this work
and represents a challenge for future research.

1.1. Advantages of T-Patterns in the IoT Context

As discussed, most existing models represent trust and reputation as independent
scalar values aggregated into a trust vector. This assumption simplifies real-world inter-
actions, where trust dimensions (e.g., reliability and honesty) can be interdependent. In
highly dynamic IoT environments, where agent populations evolve rapidly and newcomers
frequently join, information about certain trust dimensions may be initially unavailable,
while other dimensions can be inferred from initial interactions. Our research addresses
this issue by introducing the following advantages:

• The T-pattern model enables IoT systems to infer unknown trust dimensions, such as
reliability, based on available information from related dimensions like honesty.

• It employs an interpretable logical formalism that supports interactions between smart
objects at the IoT edge, while the inference process runs in the background at the
cloud level.

• T-patterns can help smart objects in an IoT environment to operate in presence of
noisy or incomplete information since the smart object can use T-patterns to derive
an unknown or uncertain information from another one available or more reliable.
Our experiments, although limited to a simulated environment, demonstrated that
T-patterns can represent the logical links by the different trust dimensions with an
high degree of precision, due to the observation of the whole agent community; thus,
an inexpert agent, a newcomer, or an agent that operates in presence of noise and that
has not a complete information on a given trust dimension can be advantaged by the
possibility to derive it form the T-patterns.

• Our work presents the first real implementation of the T-pattern model, utilizing a
neural-symbolic inference engine.

• CILIOS is specifically designed to extract logical rules by directly observing the be-
havior of a set of agents in a multi-agent system, regardless of the particular network
environment and trust conditions, as the logical rules are extracted from a neural
network trained at the cloud layer of the multi-agent system and are continuously
updated as agents move from one given network environment to another. This feature
made CILIOS particularly suitable to be applied to extract T-patterns in an IoT context.

1.2. Plan of the Paper

This paper is organized as follows. In Section 2, we review related work. Section 3
introduces the scenario under study as well as the architecture of our IoT community and
in Section 4, we provide an overview of the T-pattern model proposal. In Section 5, we
describe the architecture and the neural-symbolic implementation of T-pattern based on
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CILIOS and present the experiments carried out and their results that demonstrated the
effectiveness of this first version of T-pattern to infer trust. Finally, Section 6 concludes this
paper and discusses directions for our ongoing research.

2. Related Works
The field of logic-based approaches for trust and reputation has garnered growing

interest, leading to the development of several innovative methods. For instance, in [13], the
authors propose formal definitions of various types of trust within a modal logic framework,
describing trust as a “mental attitude of an agent” concerning certain properties (epistemic,
deontic, and dynamic) attributed to other agents. In [14], the focus shifts to reasoning about
quantitative aspects, such as trust levels, through the introduction of TCTLG, a logical
language tailored to represent this information. The authors also created a symbolic model-
checking algorithm to quantify relationships among agents. Our approach, in contrast,
employs the T-pattern model, which, while reminiscent of logical formalism, relies on a
unique form of quantifying rule strength rather than logic predicates.

Various studies in the literature leverage machine learning (ML) to address trust
issues [15–18]. This alignment fits well with the T-pattern model, as its multi-agent
framework inherently supports knowledge learning. Additionally, logic-based neural
networks (e.g., if–then constructs [12,19]) can be utilized to extract insights effectively from
T-pattern models.

Recent research has delved into machine learning and neural network approaches
within human–object trust relationships. For instance, Ref. [20] investigated trust assess-
ment in Trust Social Networks (TSNs), considering trust propagation and fusion factors,
and proposed the NeuralWalk algorithm for estimating trust factors and predicting rela-
tionships. The authors demonstrated that WalkNet, a neural network model for single-hop
trust propagation, could inductively predict unknown trust relations using real-world data.

The work presented in [21] addressed trust in the Social Internet of Things (SIoT),
where IoT devices interact in a “social manner”, making the establishment of trust relation-
ships essential. The authors developed an artificial neural network-based trust framework
named “Trust–SIoT”, which aims to classify trustworthy objects by identifying complex
relationships between inputs and outputs. They highlighted that Trust–SIoT effectively
captures various key trust metrics and demonstrated its strong performance through
experimental validation within SIoT contexts.

Another noteworthy study discussed in [22] focused on the Internet of Medical Things
(IoMT), which aims to enhance the accuracy, reliability, and efficiency of healthcare plat-
forms. The proposed approach, known as NeuroTrust, utilized artificial neural networks
to evaluate trust parameters, such as reliability and compatibility, to predict and elimi-
nate malicious nodes that may compromise data integrity. Additionally, a lightweight
encryption mechanism is incorporated to strengthen security during data transmission.
The experimental results showcased the framework’s effectiveness in detecting malicious
and compromised nodes, which is crucial for mitigating security threats.

In [17], the authors addressed the issue of compromised or malicious IoT devices.
Evaluating trust for these devices is challenging due to the difficulty in measuring various
types of trust properties and the associated degrees of belief. To address this, the authors
proposed a machine-learning-based trust evaluation method that aggregates network QoS
(Quality of Service) properties. A deep learning algorithm was employed to create a
behavioral model for each IoT device, quantifying trust as a numerical value by calculating
the similarity between observed network behaviors and those predicted by the model.

The study in [23] introduced an innovative intrusion detection method termed the
“Taylor-spider monkey optimization-based deep belief network” (Taylor-SMO-based DBN).
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This approach incorporates trust factors for intrusion detection, utilizing an optimiza-
tion algorithm that integrates the Taylor series with the spider monkey optimization
(SMO) technique to classify KDD features. The trained deep belief network (DBN) demon-
strated superior intrusion detection capabilities compared to other approaches through
experimental results.

Trust is also critical in multi-agent systems (MASs), particularly in collaborative agent
environments, including IoT applications [24–27]. For example, Ref. [10] discusses a
social IoT MAS designed to safeguard trust relationships within the IoT community while
minimizing the influence of malicious nodes. Trust evaluation schemes can further enhance
federated learning by managing direct trust evidence and recommended trust information,
as seen in [28].

Regarding the T-pattern model approach discussed in this paper, it incorporates an
“ontology” as part of its logical framework. An ontology is defined as a set of entity
descriptions (e.g., classes, relations, and functions) and explicit assumptions represented
through a vocabulary that describes reality with a clear and consistent meaning. This
framework formalizes knowledge, whether for an agent or a community of agents, using
first-order logic where vocabulary items appear as unary (concepts) or binary (relationships)
predicates [29]. Notably, two ontologies may use different vocabularies while sharing the
same conceptualization.

In agent-based scenarios, ontologies can serve as the foundation of knowledge repre-
sentation, encompassing key concepts, properties, and relationships, as well as conceptual
schemas. This is similar to the framework provided by the JAva DEvelopment Framework
(JADE) [30], which models predicates, terms, concepts, actions, and more—akin to the
components of agent communication messages. In this context, we adopt ontologies to rep-
resent an agent’s “viewpoint” regarding interests and behaviors (either its own or those of
its owner), typically referred to as a model. This model is adaptable to various frameworks
where the agent may operate.

In the past literature, many research work on trust ontologies in multi-agent systems
has been proposed. For example, in [31], the authors survey and classify thirteen computa-
tional trust models by the trust decision input factors, using such an analysis to create a
new comprehensive ontology for trust to facilitate interaction between business systems.
Moreover, in [32], it is recognized that an important application area of the Semantic Web is
ontology mapping, where different similarities have to be combined into a more reliable
and coherent view, which might easily become unreliable if trust is not managed effectively
between the different sources. In this paper, the authors propose a solution for managing
trust between contradicting beliefs in similarities for ontology mapping based on the fuzzy
voting model. In [33], an ontology-based multi-agent virtual enterprise (OMAVE) system
is proposed to help SMEs shift from the classical trend of manufacturing part pieces to
producing high-value-added, high-tech, innovative products. Furthermore, in [34], the
authors introduce an in-depth ontological analysis of the notion of trust, grounded in the
Unified Foundational Ontology, and they propose a concrete artifact, namely, the Reference
Ontology for Trust, in which the general concept of trust is characterized. In this work, the
authors distinguish between two types of trust, namely, social trust and institution-based
trust, and they also represent the emergence of risk from trust relations. A systematic
review on trust-based negotiation in multi-agent systems (MASs) has been performed
in [35], through a bibliometric analysis over the past 25 years of research publications, on
three of the most popular scientific databases (Google Scholar, Scopus, and Web of Science).
This analysis reveals that this research topic is regaining interest, after some oscillating
years, and the impact of its contributions is equivalent to other equally important research
variants like ontology and argumentation (in a negotiation scenario). In [36], the authors
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aim to handle ontology-based fusion and use multi-agent systems to obtain information fu-
sion from multiple sources/sensors in a secure and integrated manner, with the objective to
produce a secure and integrated ontology-based fusion framework by using a multi-agent
approach. As for languages and protocols, in [37], the authors proposed a dialogue model,
in which multiple agents negotiate the correspondence between two knowledge sets with
the support from a Large Language Model (LLM), demonstrating that this approach not
only reduces the need for the involvement of a domain expert for ontology alignment but
that the results are interpretable despite the use of LLMs.

The Promise Theory [38] has been proposed as a framework for coping with uncer-
tainty in information systems. For example, the use of promises was introduced [39] in a
pervasive computing scenario to model the interaction policies between the agents. This
approach examines how the autonomic nodes stabilize into a robust functional system in
spite of their autonomous decision making and use promises both as a means of modeling
a potential specification and as a complementary eye glass for interpreting and under-
standing emergent behavior. The analysis of promises reveals ‘faults’ in the policies, which
prevent the collaborative functioning of the system as a whole. Successful interactions are
the result of a bargaining process. The method of eigenvector centrality is used to locate
the most important and vulnerable agents to the functioning of the system. Moreover,
in [40,41], the Promise Theory and dimensional analysis was proposed for the Dunbar
scaling hierarchy, supported by recent data from group formation in Wikipedia editing.
The authors showed how the assumption of a common priority seeds group alignment
until the costs associated with attending to the group outweigh the benefits in a detailed
balance scenario.

Languages designed to represent the semantics of Web resources, such as OML (On-
tology Markup Language) [42], DAML + OIL [43], and SWRL (Semantic Web Rule Lan-
guage) [44], can also be regarded as ontology models due to their capability to struc-
ture semi-structured data. Logic-based approaches have been used extensively in agent
systems [45]; for example, Ref. [46] models the state of an agent’s environment, while
multi-dimensional dynamic logic programming (MDLP) [47] describes the epistemic states
of agents.

In our T-pattern model, we employ the approach proposed in CILIOS [12], known as
the Information Agent Ontology Model (IAOM). IAOM is designed to represent objects
and groups within an agent’s environment by assigning them unique “names” within a
common vocabulary. Similar to JADE, IAOM’s “ontology model” is a class composed of
fundamental schemas that all ontologies share, which describe predicates, actions, and
concepts pertinent to the agent. In this model, an object in the agent world is identified as
an “object”, with its associated properties forming an “object-schema”. Although object-
schemas resemble classes in object-oriented programming (OOP), they are more akin to
semi-structured representations such as XML [48]. However, unlike XML, IAOM can model
causal relationships using logical formalisms. Additionally, IAOM supports operations on
objects and collections through the introduction of (i) the “collection” concept, representing
a group of objects that may have distinct schemas and be organized into sub-collections,
and (ii) a set of propositional clauses forming a logic program.

While IAOM includes logical axioms like OML, DAML + OIL, and SWRL, it uniquely
models agent actions and distinguishes them from causal implications—defined as logical
relationships between events. IAOM can be implemented with a neural-symbolic network,
enabling inductive processes that traditional ontology models approach through symbolic,
statistical, or connectionist methods. Symbolic methods focus on learning within a symbolic
framework, statistical methods utilize probabilistic relational models, and connectionist
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approaches, such as neural networks, learn from examples during training using processing
units, adaptive connections, and learning processes.

The connectionist approach in CILIOS allows for learning an ontology by observing
agent/user behavior and deriving causal implications, incorporating classical and default
negation. This capability is particularly valuable for knowledge representation in contexts
modeling by T-patterns.

In Table 1, we provide a synthetic comparison between T-pattern model and the other
approaches described above to realize trust-based multi-agent systems, considering the
main features useful for the IoT context, namely, (a) the interdependence of the different
trust dimensions, (b) the possibility of directly extracting the dependencies from the system
observation, and (c) the treatment of the uncertainty, where the symbol Y (resp. N) indicates
that the approach considers (resp. does not consider) the correspondent feature.

Table 1. Differences between T-model and the other reviewed approaches.

Trust
Interdependence

Direct Dependencies
Extraction

Uncertainty
Treatment

T-Model Y Y Y
[33] N N Y
[34] N N Y
[37] Y N N
[36] Y N N
[38] Y N Y

Finally, we want to highlight that the use of T-patterns can be also usefully exploited
for enhancing the security of cyber-physical systems. For instance, the necessity of securing
modern smart grids requires new networking technology and apposite services designed to
cost-effectively secure communications to assets ranging from utility-scale generating units
to residential-scale batteries and inverters. This necessity is particularly true for Distributed
Energy Resources (DERs) [49], and in this context, the T-pattern framework gives the
possibility of introducing an additional security level in the presence of uncertainty in the
information (due to, for instance, the introduction of newcomer smart object) that can be
faced by deriving unknown trust information from the other one already stored in the
system. T-patterns are specifically designed to face these kind of situations.

3. The Scenario
In this Section (for a complete list of symbols used in this paper, please refer to

Appendix A), we present the considered environment (E) populated by smart IoT objects
and users. In such a context, let o represent a smart IoT object and O denote the set of smart
IoT objects living within E. Indeed, in networks with 16,000 smart objects, the average error
is approximately 5%. Each object o ∈ O is associated with a user and acts on their behalf as
a prosumer, both producing and consuming data through interactions with other devices
in O.

To enable smooth interactions within E, smart IoT objects should establish trust in
one another concerning one or more trust issues, each representing a distinct aspect of
their mutual interactions within E. We define ∆ = ⟨δ1, δ2, . . . , δn⟩ as a set of n trust issues
associated with O in E. Each trust issue δ is characterized by properties such as Expertise,
Honesty, Security, and Reliability, which hold the following meanings for a generic smart
IoT object o:
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• Expertise. Refers to the level of competence o has in providing knowledgeable opin-
ions within a specific domain. For example, the o’s ability to advise its user on
corporate stocks.

• Honesty. Indicates o’s commitment to truthful behavior, free from deception or mis-
leading practices.

• Security. Relates to o’s handling of confidential data, including safeguarding it from
unauthorized access.

• Reliability. Measures the consistency and dependability of the services provided by o,
with respect to efficiency and effectiveness.

To enable each smart IoT object to quantitatively assess each trust issue in ∆, we
introduce the notion of confidence ϕ in a trust aspect within E. We define ϕ with respect to a
group of smart objects in E, denoted as Λ, which, in some cases, may encompass the entire
set O ∈ E of smart IoT objects (i.e., Λ ⊆ O). Specifically, the confidence that a smart IoT
object o1 assigns to a trust issue δi ∈ ∆ of another smart IoT object o2 within the group Λ
is represented by ϕo1,o2,Λ(δi). This confidence can take either (i) a real value within [1, 5],
where 1 (resp., 5) represents the minimum (resp., maximum) trust level of ϕo1,o2,Λ(δi), or (ii)
a value of null if ϕ has not yet been assessed.

Moreover, within a group Λ ⊆ O, the confidence perceived by the members of Λ
concerning a trust issue δi for a smart IoT object o1 (denoted ϕo1,o1,Λ(δi)) may serve as the
group reputation of Λ with respect to δi. Like individual confidence, this value can range
within [1, 5] or remain null if it has not yet been evaluated. It is worth noting that if Λ
coincides with O, then ϕo1,o1,Λ(δi) will represent the community reputation of the all smart
IoT objects regarding the trust issue δi.

4. A T-Pattern Model Overview
In this section, we provide an overview of the T-pattern model [11].
Before introducing the mathematical formalism, in order to make it clearer and more

understandable, we provide a leading example involving two smart IoT objects, denoted as
o1 and o2 (Figure 1) within an environment E represented by the tuple ⟨O, ∆, Φ, τ⟩ , where

• O = {o1, o2} is a set of smart IoT objects;
• G = is a set of groups (in this example, no specific groups are considered, so G = {∅});
• ∆ = {R, H, S, X} is a set of trust issues, namely reliability (R), honesty (H), security

(S), and expertise (X);
• Φ maps the mutual confidence values among the smart IoT objects. In this example,

each confidence value is set to null, assuming there is no initial knowledge about the
mutual trustworthiness of the other smart IoT objects. (For simplicity, we assume the
existence of a single group representing the entire social community E, and thus Λ
is omitted).

• τ is a set consisting of two T-patterns (i.e., the links ⟨o1, o2, No1,o2⟩ and ⟨o2, o1, No2,o1⟩ in
Figure 1, which represent the initial unsymmetrical knowledge of how the two smart
IoT objects perceive each other’s trustworthiness).

In the proposed example, network No1,o2 (on the left in Figure 1) shows that o1 derives

the honesty of o2 from its reliability using the derivation rule R 0.7→ H, with a ratio of 0.7. In
other words, o1 trusts o2’s honesty at 70% of its reliability level, even without prior direct
experience of o2’s honesty, provided that o2’s reliability has been verified. Similarly, No1,o2

illustrates that o1 infers the security of o2 based on its honesty using the derivation rule

H 0.9→ S, with a ratio of 0.9, again without any previous experience regarding o2’s security.
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Finally, in the right part of Figure 1, the network No2,o1 reflects the following derivation
rules, with the respective ratios indicated.

R 0.7→ H; H 0.9→ S; H 0.6→ X; X 0.8→ R (1)

s_1o!

o"

H

R

S

0.7

0.9 0.7

0.9

E
0.6

0.8

R

S

H

R

S

Figure 1. An example of a simple TPN with two smart IoT objects (i.e., o1 and o2) considering
expertise (X), honesty (H), reliability (R), and security (S) trust issues.

In our framework, a P2P T-pattern is formally defined as a tuple τ = ⟨N∆, o1, o2, Λ⟩,
where N∆ represents a network that describes peer-to-peer trust relationships for the
ordered pair of smart IoT objects o1 and o2, in the context of both the group Λ of smart
IoT objects and the group ∆ of trust issues. In essence, a P2P T-pattern captures how o1

perceives trust in o2 within the context of a group Λ for specific trust issues.
Formally, the network N∆ = ⟨V, L⟩ consists of a set of trust issues V ⊆ ∆ and a set L

of links between these trust issues. For any pair of trust issues δ1, δ2 ∈ ∆, the link l ∈ L
is represented by the ordered tuple l = ⟨δ1, δ2, Λ, w⟩, where Λ is the group context and
w is a real-valued weight in the range [0, 1]. In the context of a P2P T-pattern, the weight
w quantifies the perceived strength of the relationship between trust issues δ1 and δ2 as
assessed by o1 in regard to o2, and is calculated as follows:

w =
ϕo1,o2,Λ(δ1)

ϕo1,o2,Λ(δ2)
(2)

which implies that ϕo1,o2,Λ(δ1) = w · ϕo1,o2,Λ(δ2). For example, if the directed link between
trust issues δ1 and δ2 has an associated weight w = 0.65, this indicates that the confidence
in δ2 is 65% of the confidence assigned to δ1.

We also define a global T-pattern as a tuple τ = ⟨N∆, o1, o1, Λ⟩, representing a single
smart IoT object evaluated by the entire group Λ, where Λ ⊆ O. The weight w, in this case,
reflects the collective perception of the relationship between trust issues δ1 and δ2 regarding
smart object o, and it is computed similarly to Equation (2): ϕo,o,Λ(δ1) = w · ϕo,o,Λ(δ2).

To manage a P2P T-pattern for a generic link l = ⟨δ1, δ2, Λ, w⟩ within the network N∆,
we apply the following three rules:

• Derivation rule (DR). It computes ϕo1,o2,Λ(δ1) as w · ϕo1,o2,Λ(δ2). It is denoted as
follows:

δ1
w→ δ2 (3)

• v-Assignment rule (VR). It assigns a value v ∈ [1, 5] ∪ {null} to the confidence
γδ1,δ2,Λ(o). It is denoted as follows:

v → o (4)
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• w-Assignment (ZR). It joins a value c ∈ [0, 1] to the value w of a link l. It is
denoted as follows:

c → w (5)

These three rules can be automatically applied to both P2P and global T-pattern:

• When, due to Equation (3) or other updates, the confidence ϕo1,o2,Λ(δ) (or, respectively,
ϕo,o,Λ(δ)) for a trust issue δ is updated, then Equation (2) is applied to each link
originating from δ represented in N∆ and is propagated to the other nodes linked to
the updated nodes, excluding δ.

• For each link l = ⟨δ, δ∗, Λ, w⟩ directed towards δ∗, Equation (5) is automatically

applied, updating w to c, which is calculated as the ratio
ϕo1,o2,Λ(δ)

ϕo1,o2,Λ(δ∗) .

• Each time the weight w of a link l is updated by Equation (5), then Equation (2) is
automatically applied to the link’s destination node and is propagated to other nodes
linked to the updated nodes, excluding the origin node of link l.

This procedure can be synthetically described by the pseudo-code shown in Algorithm 1.

Algorithm 1 Trust propagation algorithm

for all trust issue δ do
if ϕo1,o2,Λ(δ) OR ϕo,o,Λ(δ) is updated then

for all link l originating from δ ∈ N∆ do
Apply and propagate Equation (2)

end for
for all link l = ⟨δ, δ∗, Λ, w⟩ directed towards δ∗ do

Apply Equation (5) automatically
end for
for all link l do

if weight w of l is updated by Equation (5) then
Apply and propagate Equation (2) automatically

end if
end for

end if
end for

In such a way, the T-pattern model can be applied to a large variety of scenarios, from
more simple to more complex or adversarial ones (e.g., untrustworthy devices or sudden
changes in behavior).

Finally, we define a T-Pattern Network (TPN) as a tuple ⟨O, G, Φ, Λ, T⟩, where O is the
set of smart IoT objects, G represents groups (i.e., G = ⟨Λ1, Λ2, . . . , Λn⟩), Φ maps each
confidence ϕo1,o2,Λ to a value in [1, 5] ∪ null, Λ is the set of trust issues, and T is the set of
T-pattern on ∆, ensuring that no two T-patterns in T are associated with the same triplet
(o1, o2, Λ). A T-pattern can be considered a link between two smart IoT objects; therefore, a
TPN can be viewed as a network where the vertices are smart IoT objects, and the links
represent the T-pattern in T. Each link (i.e., T-pattern) has an associated weight defined
by (Φ, G∆). Based on the above automatic rule activation, the consistency of all T-pattern
with the confidence mapping (Γ) is maintained. We highlight that all the trust measures
are dimensionless, having values ranging in the interval [1. . . 5], where 1 (resp. 5) means
minimum (resp. maximum) trust, and for this reason, in the introduced formulas, there is
not ever a division by zero.

5. A Neural-Symbolic Implementation of T-Pattern
As discussed in the introductory section, while in [11], we only presented the T-pattern

model, in this work, we introduce its first implementation based on the T-Pattern Architec-
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ture, equipped with the neural-symbolic inference engine CILIOS [12]. This implementation
allowed us to conduct an experimental campaign in a simulated environment populated
with smart IoT objects. The goal of such experiments was to verify the effectiveness of the
T-pattern model in inferring trust.

Therefore, this section provides a detailed description of the experiments conducted
and their corresponding results.

5.1. The T-Pattern Architecture

The T-Pattern Architecture (TPA) is a multi-SO architecture designed to manage a
T-Pattern Network NET = ⟨O, G, ∆, Γ, P⟩, deriving the information needed to update T-
patterns by observing the behavior of smart IoT objects and where O is the set of smart
objects, G is a set of groups (Ω1, Ω2, · · · , Ωn), Delta is the set of trust issues, Γ is a mapping
on a confidence γo1,o2,Λ which gives a value ranging in [1, 5], and P is a set of T-patterns on
∆, such that there are not two T-patterns belonging to P associated with the same ordered
triplet (o1, o2, Λ).

The TPA is distributed across three logical levels (see Figure 2), where each level
follows the automated rules described in Section 4 (see also [11] for additional details):

• A smart object level, consisting of n trust manager smart objects tm1, tm2, . . . , tmn, where
each tmi is associated with a corresponding smart object oi ∈ O of NET and is capable
of updating the trust patterns associated with all edges originating from si in NET;

• A group level, consisting of l group manager smart objects gm1, gm2, . . . , gml , where each
gmi is associated with the corresponding group Ωi ∈ G of NET and is capable of
calculating the group reputation γo,o,Ωi (t) for each smart object o ∈ Ωi and each trust
aspect k ∈ K;

• A community level, consisting of a single community manager CM of smart objects, which
is capable of calculating the community reputation γo,o,S(t) for each smart object o ∈ O
and each trust aspect δ ∈ ∆.

The three layers can be managed at three different computational layers: (i) the smart
object level is represented by the smart object (IoT), and (ii) the group level can be managed
into the Fog [50] and the community level can be mapped into the Cloud.

Community Level

Group Level

Smart Object Level

Figure 2. The three-layer TPA architecture.

We highlight that the presence of the three layers gives the possibility of managing
each layer with different and independent computational resources as follows: (i) the
smart object level is managed by the smart objects, (ii) the group level is managed by
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the computational power of the Fog, and, finally, the community level is managed into
the Cloud. This way, increasing the number of smart objects or object groups do not
significantly impact system performance. In particular, the scalability of the upper service
will be easily ensured by the elasticity of Cloud resources.

5.2. The Inference Engine

The T-pattern model requires an inference technique in order to derive suitable logical
rules. To this end, we identified in CILIOS [12] a promising inference engine for T-pattern.
A brief description of CILIOS is provided below.

CILIOS (Connectionist Inductive Learning and Inter-Ontology Similarities) is a system
originally developed to enhance agent collaboration in multi-agent environments (MAS).
This system enables the construction of knowledge representations, known as ontologies,
that support collaborative decision-making and personalized recommendations.

The architecture of CILIOS combines connectionist learning techniques with symbolic
ontology models. In CILIOS, observed behaviors are translated into logical rules using
neural-symbolic networks. Each CILIOS agent can dynamically represent and update its
own ontology, which describes the relevant concepts and categories for interaction.

By integrating ontologies, CILIOS facilitates efficient cooperation, adapts to changes,
and continuously improves interaction capabilities, increasing the system’s ability to re-
spond to complex contexts like the Web and IoT networks. Furthermore, the system
is designed to be flexible and scalable, supporting a broad range of applications where
continuous learning and dynamic adaptation are essential.

In order to understand how CILIOS can be used to extract T-patterns (a complete
description can be found in [12]), we briefly describe the underlying idea on which it is
conceived. This idea is based on the possibility that symbolic knowledge can be represented
by a connectionist system, as a neural network, in order to build an effective learning
system. In particular, it is proved that, for each extended logic program P, there exists a
feed-forward neural network N with exactly one hidden layer and semi-linear activation
functions, which is equivalent to P in the sense that N computes the model of P. In our
current application to the IoT described in this paper, a set of T-patterns as, for example,
that represented in Equation (2) can be viewed as a logic program P, and it can be derived
following the constructive definition provided in [12]. In particular, this construction passes
through the construction of a feed-forward neural network that will be trained on the data
provided by the smart objects’ interactions and that will be then analyzed to be transformed
in a logic program representing the T-patterns.

5.3. The Simulation

To evaluate the effectiveness of the T-pattern model in representing trust relationships
in a simulated smart IoT environment, we considered the following elements:

• A set of n smart IoT objects O;
• A set of k groups G;
• A set of trust issues ∆ = {R, H, S, X}, representing reliability (R), honesty (H), security

(S), and expertise (X).

5.4. Training Phase

We simulated i mutual interactions between the smart IoT objects in O, applying the
CILIOS approach to derive the set τ (containing the extracted T-pattern), as described in
Section 4. The set Φ (mapping mutual confidence values among smart IoT objects) was
initially randomly generated and refined continuously throughout the training process.
We repeated the training phase for different values of n = 2000, 4000, 8000, 16,000 and
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k = 5, 10, 15, 20, resulting in 16 training scenarios, each denoted by TRAININGn,k. We
used i = 100,000 (resp. 200,000, 400,000, 800,000) for n = 2000 (resp. 4000, 8000, 16,000),
assuming that interactions increase linearly with the number of smart IoT objects.

5.5. Test Phase

For each training phase TRAININGn,k, we conducted a corresponding test phase
TESTn,k, simulating i mutual interactions among the smart IoT objects in O. For each pair
of smart IoT objects oh, ok, only the reliability value was initially known, while honesty,
security, and expertise were derived using the T-pattern extracted in the training phase.

As in the training phase, we used i = 100,000 (resp. 200,000, 400,000, 800,000) for
n = 2000 (resp. 4000, 8000, 16,000). For each test phase TESTn,k and each pair of smart
IoT objects op, oq, we calculated the percentage error e(op, oq, HON) (resp. e(op, oq, SEC),
e(op, oq, EXP)) by comparing the inferred values for honesty, security, and expertise to the
actual values. Finally, we computed the average percentage error e(HON) (resp. e(SEC),
e(EXP)) across all pairs op, oq, with the results presented in Tables 2–4.

Table 2. Percentage error e(HON) for different values of number of smart IoT objects n and number
of groups k.

n = 2000 n = 4000 n = 8000 n = 16,000

k = 5 0.115 0.092 0.071 0.054
k = 10 0.131 0.112 0.087 0.062
k = 15 0.144 0.121 0.107 0.088
k = 20 0.155 0.134 0.119 0.093

Table 3. Percentage error e(SEC) for different values of number of smart IoT objects n and number of
groups k.

n = 2000 n = 4000 n = 8000 n = 16,000

k = 5 0.111 0.089 0.074 0.051
k = 10 0.129 0.111 0.085 0.065
k = 15 0.140 0.126 0.112 0.086
k = 20 0.151 0.130 0.117 0.096

Table 4. Percentage error e(EXP) for different values of number of smart IoT objects n and number
of groups k.

n = 2000 n = 4000 n = 8000 n = 16,000

k = 5 0.119 0.093 0.075 0.055
k = 10 0.120 0.090 0.084 0.067
k = 15 0.139 0.122 0.110 0.092
k = 20 0.146 0.134 0.122 0.11

The same results are graphically represented in the bar diagrams in Figures 3–5.
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Figure 3. Percentage error e(HON) for different values of number of smart IoT objects n and number
of groups k.

Figure 4. Percentage error e(SEC) for different values of number of smart IoT objects n and number
of groups k.

5.6. Discussion of the Results

The experimental results show that the T-pattern model enables smart IoT objects
to estimate confidence values in their partners for three trust issues (honesty, security,
and expertise) derived from reliability values, with an average error ranging from 5% to
15% with respect to actual values, demonstrating that the model has a sufficient accuracy.
Accuracy improves with network size: in networks with 16,000 smart objects, the average
error is approximately 5%. In particular, in our simulations, larger networks collected more
interactions (the number i), thus providing a more precise inference mechanism during
training with respect to small networks. This results do not represent a limitation for small
networks because, as we verified in our simulations, even smaller networks, sooner or later,
will reach a number of interactions to decrease the measured error.
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Figure 5. Percentage error e(EXP) for different values of number of smart IoT objects n and number
of groups k.

We also observe that the average error increases with the number of groups, as a
higher number of groups complicates the inference process. While the average error with
only 5 groups ranges from 5% to 11%, it increases to between 11% and 15% with 20 groups.
We highlight that increasing the number of groups imply increasing the number of logical
rules that the inference engine has to extract. It has been demonstrated in [12] that the
effectiveness of the logical rules in representing the data with which the neural network is
trained decreases with the number of logical rules; thus, this result was expected.

As we further discuss in our conclusion, we aim to improve this particular aspect in
the near future. We finally observe that the experimental results are consistent across all
trust issues derived using the T-pattern model.

5.7. Efficiency and Costs

We highlight that the construction of T-patterns is performed at the cloud level, in
background with respect to the ordinary activities of the IoT systems, and thus, it does not
significantly impact the execution time of the other tasks involving the smart objects, while
T-patterns model consumes a minimal amount of system memory, relating to the storage of
a graph of relatively small dimension. This implies that no significant barriers exist for the
implementation of this approach to large-scale wireless IoT systems. In order to compute
T-patterns using the CILIOS inference engine, we have used, in pur simulation at the cloud
level, a 64-bit workstation with a Intel(R) Core(TM) i7-10875H CPU @ 2.30 GHz and 128 GB
of RAM. Table 5 shows how computation time changes with varying network sizes.

Table 5. Execution time t (in minutes) of the T-pattern model construction for different values of
number of smart IoT objects n and number of groups k.

n = 2000 n = 4000 n = 8000 n = 16,000

k = 5 12.5 40.9 200.7 744
k = 10 13.6 42.13 212.4 771.12
k = 15 16.2 45.20 221.17 792.28
k = 20 18.8 48.41 233.55 802.24
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As a final consideration, we highlight that a different group size impacts the system
performance simply based on its impact on the global size n of the multi-agent community.
This is derived from several simulations that we performed by fixing k and increasing
the size of a given group (that results in an increment of the parameter n). We simply
re-obtained the results shown in the tables above.

6. Conclusions
An important emerging aspect in IoT smart object communities is the representation

of mutual trust among community members. To address the limitations of current ap-
proaches in the literature, which often struggle to capture complex trust relationships in
IoT smart object communities, we previously developed a model called the T-pattern. This
model maintains trust information through a weighted graph, where nodes represent trust
dimensions and edges represent relationships between these dimensions. The strength of
the T-pattern model lies in its ability to derive one unknown trust dimension from another
by leveraging their interdependence. To validate the effectiveness of T-patterns in inferring
trust dimensions, this paper presents experiments conducted with an implementation
of this model that uses a neural-symbolic approach as inference engine, which is based
on CILIOS. These experiments, designed to estimate trust values for three specific trust
aspects—honesty, safety, and competence—based on trustworthiness values, demonstrate
the effectiveness and accuracy of this T-pattern implementation in reliably inferring trust.

We note that the calculation of trust measures is the hard part of the presented approach
and that the use of neural networks is performed offline. However, we have shown how
the training of the model can be executed in the background, while the agents interact
in the IoT scenario, using the cloud level of the IoT system without interfering with the
ordinary agent processes. The trained model is used when the training is completed and the
simulation we have performed show that its exploitation is useful to improve the capability
of the system to accurately determine the trust of the different smart objects.

Building on this line of research, after having verified the potentiality of our T-pattern
model, our future studies will focus on implementing the proposed model by adopting new
inference engines and considering additional scenarios. Moreover, for a more exhaustive
analysis, we aim to evaluate our model under different error metrics and assessing its
effectiveness with respect to other issues like computational efficiency (e.g., inference
time and memory usage), robustness under noise or malicious input, and sensitivity to
parameter changes.

Finally, we highlight that our proposal to apply T-patterns to the IoT environment is the
first attempt we make at applying our trust model to a complex and distributed Information
Systems scenario, and the simulations we have performed should be considered only as
a verification of the feasibility of the idea. In our ongoing research, we are planning to
apply the T-pattern model to a real IoT environment, directly observing the behavior of
smart objects when interacting with each other, constructing the T-patterns based on these
observations, and then computing the effectiveness of the model. Moving from simulations
to a real environment implies facing novel issues that we did not deal with in this paper, as
the management of real-word data noise and the scalability of the system with respect to
the dimensions of the smart object population. Secondly, we highlight that the architecture
of our system, which is delegated to the cloud-level construction of T-patterns with an
inference engine that is used in the background with respect to other ordinary IoT activities,
possess the capability to integrate with edge or fog computing frameworks as a system for
performing real-time trust estimation. Moreover, it is also possible to study the possibility of
combining T-pattern with reinforcement learning integration to create hybrid trust models
that might enhance inference accuracy levels.
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Appendix A. Symbol List

For the sake of clarity, the list of adopted symbols is provided below.

Table A1. Symbol list.

Symbol Meaning

E the Environment
o a smart IoT object
O a set of smart IoT objects
δ a trust issue
∆ a set of trust issues
Λ a group of smart IoT objects
G a set of groups of smart IoT objects
ϕ a confidence value
Φ a set of confidence values
ϕo1,o2,Λ(δi) the confidence of o1 for δi w.r.t. o2 within the group Λ
ϕo1,o1,Λ(δi) the confidence of the group Λ for δi w.r.t. o1
Γ a mapping on a confidence γo1,o2,Λ which gives a value ranging in [1, 5]
τ a T-pattern τ = ⟨o1, o2, Λ, N∆⟩ over two smart objects o1 and o2, a trust

network N∆ within a group Λ
T a set of T-pattern
N∆ a weighted directed graph representing trust relationships
v a vertex in N∆
V a set of vertexes in N∆
l a link in N∆
L a set of links in N∆
w a weight on a link l ∈ N∆
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